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Pob6oua nporpama HaB4yanbHOi gucuunainm (Cunabyc)
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CneuianbHicTb

OcBiTHA nporpama
CraTyc gucuuniiim
dopma HaBYaHHA
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Po3knapg 3aHATb
MoBa BUKNaAaHHA
IHdopmauis npo
KepiBHUKa Kypcy /
BUKNaA/auviB

Po3milLeHHA Kypcy

PeKBi3auTn HaB4YaNbHOI AUCUUNNIHN

Apyauli (mazicmepcoKuii)

C - coyianbHi HayKu, #ypHanicmuka, iHgpopmauis ma MixHapoOHi 8i0HOCUHU
C5 Couionoeain

AHAAIMUKA coyianbHUx 0aHux

HopmamueHa

04YHa (0eHHa)

2 Kypc, OCiHHIl cemecmp

4 kpedumu / 120 200uH
Aekuii 16 200., npakmu4Hi 3aHAMms 30 200., camocmiliHa poboma 74 200.
3anik / MoOynbHA KOHMpPosbHA poboma

https://schedule.kpi.ua/
YKpaiHcbka

NekTop: doyeHm, KaHOUOam pinocohcbKux Hayk, doueHm, lueoaeHKo lzop
Bikmoposuy
MpakTunuHi / CemiHapcbKi: sukaaday BapycaHcokull Iaaa Boaodumuposuy

https://classroom.google.com/c/NzUwMzEwMTgwMDE3?cjc=ahlub53

Kadenpa Teopii Ta npakTukmn

Mporpama HaBYaNbHOI AUCLUNNIHM

1. Onuc HaBYanbHOI gUCLUNAIHMK, il MeTa, NpeaMeT BUBYEHHA Ta pe3y/ibTaTu HaBYaHHA

Kypc «TexHoso2ii OSINT 6 coyionoziyHux 00CAIOHCEHHIX» CNPSAMOBAHUL HA BUBYEHHS Memodie 360pyY,
aHanaizy ma iHmepnpemayii eidkpumux 0ddcepea iHpopmayii 0439 nposedeHHS 0A0cAidHceHb ma
nputinsamms piweHs y coyiaavHux Haykax. OSINT (Open Source Intelligence) € Kpumu4Ho 8aHCAUBUM
IHCMpYyMeHmMoM 0151 aHaAi3y 0aHux, AKIi docmynHi 3 gi0Kpumux dxcepes, makux sk medid, coyianbHi
Mepedxci, nybaivHi 6a3u daHux, ogiyitiHi 38imu moujo.

Mema Hag4aabHOI ducyunjaiHu — Hasgyumu cmydeHmie memodam epeKmueHo20 BUKOPUCMAHHS
8I0KpumMux 0aHux 0151 0OMPUMAHHS KOPUCHOI IHhopMmayii ma po3eumky Ha8U4OK KpUMU4H020 AHANI3y
3 BUKOPUCMAHHAM CY4ACHUX YUPPO8UX MEXHO02ill, a MAKOHC POPMY8AHHS y cmydeHmi8 Komnaekcy
3HAHb, YMIHb MA HABUYOK, HE0b6XiOHUX 0451 pobomu 3 gidkpumumu Odxcepeaamu iHgopmayii 8
KoHmekcmi coyionoeiyHux docaidxceHb ma aHataimuku. CmydeHmu 3MOXCYymb HABYUMUCH
edpeKmuBHOMy BUKOPUCMAHHK [HCMPYMeHmI8 015 360py, 06pobKu ma aHaaizy daHux 3 8I0Kpumux
dxcepes, wo cnpusimume ix npogecitiHoMy po3gumky 8 2a1y3i coyiarbHuUx Hayk ma media-aHanisy.

IIpedmem Hag4aabHOI ducyunaiHu. Kypc noedHye 6 cobi meopemu4Hi ma npakmuyHi acnekmu, wo
do380./151€ cmydeHmam Hag4umucsl BUKOpUCmMo8ys8amu Cy4acHi iHcmpymeHmu 0451 360py, 06po6Ku ma
aHanizy 0aHux 3 8I0KpumMux dxicepeJ.



KomnemenmHocmi, ski HaGysaromucs nid 4yac eug4eHHs1 ducyunaiHu:
1. 3azaabHa KomnemeHmMHicmbu:
o 3K 01. 30amHicmb 0o abcmpakmHo20 MUCAEHHS, AHAAI3y Ma CUHME3Y.
2. daxoei (npedmemHi) KomnemeHmMHocmi:
o @K 01. 3damHuicmb aHasnizyeamu coyianbHi a8uwa i npoyecu.

o @K 04. 3damuicmb 36upamu ma aHaaizysamu emnipu4Hi OaHi 3 BUKOPUCMAHHSAM
Cy4acHux memodis coyiosno2ivHuUxX docai0HceHb.

o @K 11. 3damuicmb 30ilicHrosamu aHani3 eidkpumux Jxcepea daHux (OSINT),
aHasnizyeamu  SKICHy — IHopmayiro, mekcmosi  0aHi, gukopucmosgysamu
IHmesekmyaabHull aHa.i3 015 coyianbHuUxX OaHuX.

IIpoepamHui pe3ysemamu HAGYAHHS:

e [IPH 01. AHasnizysamu coyia/ibHi sieuwja I npoyecu, 8UKopucmosynyu emnipuyHi daHi ma
cyydcHi KoHyenyii i meopii coyios02ii.

e [IPH 04. 3acmocosysamu HAyK08I 3HAHHS, COYI0N1021YHI ma cmamucmu4Hi memoodu, yugpposi
mexHo.10eii, cheyiasizosaHe npozpamHe 3abe3neveHHs1 015 p038°s13y8AHHS CKAAOHUX 3a0ad
coyionozii ma cymixcHuUx 2asy3et 3HaHb.

e [IPH 05. 30ilicHioeamu nowyk, aHa.idaysamu ma oyiHoeamu Heo6xidHy iHgpopmayito 8 Haykosill
Aimepamypi, 6aHKax 0aHUX ma iHWux 0xcepesaax.

e [IPH 12. 3diilicnoeamu aHa.ni3z eidkpumux dxcepen daHux (OSINT), aHanizysamu SKicHy
iHgpopmayito, mekcmosi daHi, sukopucmosysamu iHme1eKmyaabHUll aHaai3 0451 coyianbHux
O0aHuXx.

2. MMpepeKsi3uTK Ta NOCTPEKBI3UTU AUCLUNANIHU (Micue B CTPYKTYPHO-NOTIUYHIN cxemi
HaBYaHHA 3a BiANOBIAHOO OCBITHLOIO NPOrPamoto)

Ilpepekegizumu. /Jina ycniwHozo eus4yeHHs1 ducyunaiHu «Texnosnoeii OSINT & coyioso2ivHux
docaidxceHHsAX» 3006y8auam oceimu HeobxXiOHO Mamu 3HAHHS MA HABUYKU 3 QUCYUNATHU:

1. Moeu npozpamyeaHHsi R ma Python 8 cmamucmu4YHux 06YUC/AEHHSIX - 3ab6e3neuye
MeXHIYHI HABUYKU NPO2PAMYyB8aHHS, He0OXIOHI 0151 pobomu 3 daHUMU y 8I0KpUMuUX dxcepenax.

llapanenvHo onanosyemucsi «Texnonozii OSINT e coyiosi02iuHUX 00CAIOHCEHHAX» 3 HACMYNHUMU
0C8IMHIMU KOMNOHEHMamu:

1. AHani3 seaukux daHUX ma wmy4Huil iHmesaekm - 00380/51€ 2AubwWe po38usamMuU HA8UYKU
pobomu 3 8eAUKUMU MACUBAMU OAHUX, IKI MOXCYmMb 6ymu 3i6paHi 3 8i0Kkpumux dxcepeu.

2. Haykoeo-docsiidHa po6oma 3a memow mazicmepcbkoi ducepmayii — ompuMaHi HABUYKU
ma 3HaHHA 3 OSINT moxcyme 6ymu eukopucmaHi nid 4ac S8UKOHAHHS 00CAI0XCeHb 0.
MazicmepcbKkoi ducepmayii.

Ilocmpekegizumu. Ilicas 3asepwenHsi Kypcy «TexHosaozii OSINT e coyiosnoziuHUX 00CAI0HCEHHSAX»
3do6ysaui oc8imu 3MOxHymvb nNpodo8HCUMU HABYAHHSA A60 8UKOHysamu 00CAIOHUYbKI 3a800HHS 8
MexHcax 0c8IMHbL020 KOMNOHEHMA:

3. BukoHaHHA Mazicmepcbkoi ducepmayii — 3acmocysanus pesyabmamie OSINT-docaidxiceHb
0/151 NPO2HO3Y8AHHS MA MO0eAKB8AHHS COYIA/bHUX NPOYECIi8, Npo8edeHHs AHAAIMUKU ma IH.

Li ducyunainu gpopmyroms A02i4HY NOCAIO08HICMb HABYAHHS, WO CNPUSIE PO3BUMKY AHAAIMUYHUX M
docalOHUYbKUX KoMnemeHmHocmel 3006ysayie oceimu.



3. 3micT HaBYaNbHOI AUCUUNAIHN

Tema 1: Bcmyn do OSINT

BusHaueHnHs OSINT.

Icmopia ma pozeumok OSINT.
EmuyvHi ma npasosi acnekmu OSINT.
02450 ocHOBHUX dicepen IHgpopmayii.

IIpakmuka: 3Hatiomcmeo 3 6a3osumu iHcmpymenmamu OSINT, nowyk iHgopmayii npo
nyo6aiyHy ocoby.

Tema 2: Memodu ma incmpymenumu OSINT

Memodonozis nposedenuss OSINT-0ocaidxnceHb.
02150 nonyasapHux incmpymeumis OSINT.
Texuiku eepudgpikayii iHgpopmayii.

IIpakmuka: Po6oma 3 iHcmpymeHmamu 045 nepesipku WpuduUYHUX ocib, aHai3 meHdepis
op2aHi3ayii.

Tema 3: OSINT y ki6ep6e3neyi

Poaw OSINT y Kibep6e3neuyi.
Memodu susssieHHs pazausocmeli 3a donomozor OSINT.

IIpakmuka: Poboma 3 iHcmpyMeHmamu 048 aHaaizy domenie ma IP-adpec, 0ocaioxceHHs
NomeHYIitiHUX 3a2po3 015 3a0aHoi op2aHizayii.

Tema 4: I'eonokayist ma gizyaavHuii OSINT

Memodu 8u3Ha4yeHHs1 MiCYe3Haxo00X4CceHHs 3a 8I0KpUMUMU OAHUMU.
AHaniz 306padcersb ma 8ideo 8 OSINT.
BukopucmaHHs cynymHUKo8UX 3HIMKi8 ma kapm.

IIpakmuka: Po6oma 3 iHCmMpymeHmaMmu 2eo/n0Kayii ma amasisy 306pajxceHb, 8U3HAYEHHS
Micye3Haxo0xceHHs 3a homozpadiero.

Tema 5: [Ipocynymi mexniku OSINT

Ilpocynymi memodu OSINT (DARKINT, CROSINT).
Aemomamusayis npoyecie OSINT.
Maii6ymue OSINT ma Hogi meHdeHYil.

IIpakmuka: /[lemoHcmpayiss aemomamu3zogarux iHcmpymeumise OSINT, poscaidysaHHsi 8
MeceHOxucepi Tenezpam.

Tema 6: CoyianvHi media sk ddxcepeno OSINT

Budu daHux y coyianvHux media.
IHcmpymenmu 360py daHux 3 coyianbHux media.

EmuyHi acnekmu 360py iHgpopmayii 8 coyiarbHux mepexrcax.



e [IIpakmuka: BukopucmaHHs IHcCmpymeHmia aHaizy coyianbHux meoida, CmeopeHHs npoPinto
0Ccobu Ha 0CcHO8I 8I0KpuUMuUX OAHUX.

Tema 7: IIpasoei acnekmu ma emuka OSINT
e MixcHapodHi npasosi cmaHdapmu ujodo 8UKOPUCMAHHSA 8I0KpUMUX OAHUX.
e [IpusamHicmb ma 3axucm ocobucmux davux 8 OSINT.

e IIpakmuka: AHaxi3 Kelicie nopyweHHs1 npueamHocmi ma npas atoduHu 8 OSINT-onepayisx.

Tema 8: BukopucmanHs OSINT y po3caidy8aHHSX.
e Memoodu OSINT 0as5 po3caidy8aHb y iypHaaicmuyi ma npagooxopoHHUX OP2AHAX.
e [IpakmuuHni keticu sukopucmarHsi OSINT y MixcHapodHUX po3caidy8aHHSIX.
e IIpakmuka: [IpogedeHHs MiHI-pO3CAI0YB8AHHS 3 BUKOPUCMAHHAM 8I0KPUMUX OHCEPEL.
Tema 9: Bepudpikayisa ingpopmayii ma gpanvcupikayiss daHux
e Memoodu nepegipku docmogipHocmi iHgpopMayii.
e BusienenHs panvcugikayii daHux ma desiHgpopmayii.

e [lpakmuka: BukopucmaHHs iHcmpymeHmie 048 eepugikayii media-daHux, po3ni3HaA8aHHs
¢elikogux HOBUH.

4. HaBuanbHi maTepianu Ta pecypcu
bazoga miteparypa:

1. Jlanoe /. B. OSINT y ki6ep6e3neyi : Hasy. noc. Kuig : TOB «IHxcuHipuHe», 2024. 522 c. URL:
http://dwlkiev.ua/art/OSINT/OSINT-DEMO.pdf (dama 38epHeHH:: 16.06.2024).

2. 3openko []. C, Jlex P. B, Kyauk /I. 0., Yepssikos O. . BukopucmaHHs1 IHcCmpyMeHmie ma memodia
OSINT 0415 ompumaHHs nowyKoeoi iHgpopmayii : npakmuuHuil nopadHuk / [H-m nidzomosku

ropud. Kadpie 0 ChY. Xapkis, 2023. 36 C. URL:
https://dspace.nlu.edu.ua/bitstream/123456789/19712/1/P_OSINT.pdf (dama 36epHeHHs:
16.06.2024).

3. Pesak I, Ilioxomnuti 0., Yyb6aescvkuli B. EaekmpoHHI 0OKyMeHmMuU K pecypcu coyion02i4Ho20
docaidxceHHs1 pigHs 6e3neku @piHaHcosux I npasosux sidHocuH. CoyianabHo-npagosi cmydii
2024. T. 7, Ne 1. C. 273-282. URL: https://doi.org/10.32518/sals1.2024.273 (dama 36epHeHH:
16.06.2024).

HonarkoBa nitepatypa:

1. basosuii OSINT kypc id Molfar. OSINT-cninbhoma Molfar : ee6catim. URL:
https://www.udemy.com/course/osint-molfar/ (dama 36epHenns: 16.06.2024).

2. OSINT - wo ye make, cymb, BUSHAYEHHS MaA Npukaadu, 8udu, mMemodu ma IHCmpyMmeHmu

po3gidku Ha  ocHosi  gidkpumux  Odxcepesn. Termin.inua. : eebcatim.  URL:
https://termin.in.ua/osint-rozvidka-na-osnovi-vidkrytykh-dzherel / (dama 38epHEHHSI:
16.06.2024).

3. bBbposko JI. Texnosoeii OSINT: sik eidkpumi dicepesna donomazarome meditiHukam. Press
Association UA : eebcatim. URL: https://pressassociation.org.ua/ua/tehnologi%D1%97-osint-
yak-vidkriti-dzherela-dopomagayut-medijnikam/ (0ama 36epHeHHs: 16.06.2024)

4. DeGarmo A. The OSINT Codebook. Cracking open source intelligence strategies. 2022. 212 p.
URL: https://dokumen.pub/the-osint-codebook-cracking-open-source-intelligence-strategies-
9798223202868.html (date of access: 16.06.2024).



5. What is OSINT (Open-Source Intelligence?). SANS Institute. Cyber Security Training. URL:
https://www.sans.org/blog/what-is-open-source-intelligence/ (date of access: 16.06.2024).

6. Ludo Block. The long history of OSINT. JOURNAL OF INTELLIGENCE HISTORY. 2024. Vol. 23, No.
2.C.95-109. URL:

https://www.tandfonline.com/doi/epdf/10.1080/16161262.2023.2224091?needAccess=true
(date of access: 16.06.2024).

HaBYyanbHUI KOHTEHT

5. MeTtoguKa onaHyBaHHA HaBYa/bHOI AUCLUNAIHU (OCBITHBOrO KOMMOHEHTA)

5.1 JlekyiiiHi 3aHsamms
1. Jlekyis 1: Bcmyn do OSINT

o OCHOBHI NUMAHHA:
BusHaueHHst OSINT.
Icmopist ma po3zsumok OSINT.
EmuyvHi ma npasosi acnekmu OSINT.

024510 ocHoB8HUX dicepen IHgpopmayii.

o PekomeHdoeaHa nimepamypa:

Jlaude /I. B. OSINT y kibep6e3neyi : Hasy. noc. Kuig : TOB «IHycuHipuHe», 2024.
522 c

Ludo Block. The long history of OSINT. JOURNAL OF INTELLIGENCE HISTORY.
2024. Vol. 23, No. 2. C. 95-109.

2. Jlekyia 2: Memodu ma incmpymenmu OSINT

o OCHOBHI NUMAHHA:
Memodosozisi nposedentsi OSINT-docaidiceHs.
02150 nonyasapHux incmpymeumis OSINT.
TexHiku sepudgbikayii iHgpopmayii.

o PekomeHdoeaHa nimepamypa:

Jlaude /I. B. OSINT y kibep6e3neyi : Hasuy. noc. Kuie : TOB «IHacuHipuHey, 2024.
522 c

DeGarmo A. The OSINT Codebook. Cracking open source intelligence strategies.
2022.212 p.

3. Jlekyisa 3: OSINT y kiGep6e3neyi

o OCHOBHI NUMAHHA:
Posab OSINT y kibep6e3neyi.

Memodu susssieHHs 8paszausocmeli 3a donomozor OSINT.

o PekomeHdoeaHa simepamypa:



Jlaude /I. B. OSINT y ki6ep6e3neyi : Hasy. noc. Kuie : TOB «IHxcuHipuHa», 2024.
522 c.

3opeuko /JI. C, Jlex P. B, Kyauk /. 0., Yepssakos 0. I BukopucmaHHs
iHcmpymenmie ma memodie OSINT daa ompumaHHS nowykosoi iHgpopmayii :

npakmuyvHuii nopadHuk / IH-m nidzomosku opud. kadpie das CBY. Xapkis, 2023.
36¢.

4. Jlekyis 4: 'eonokayis ma gizyanvHuii OSINT

o OCHOBHI NUMAHHA:
Memodu 8u3HayeHHs1 Micye3Haxo0xHceHHs 3a 8I0kpumumu OaHUMU.
AHaniz 306padcetb ma gideo 8 OSINT.

BukopucmaHHs cynymHuKo8uXx 3HIMKI8 ma kapm.

o PekomeHdoeaHa nimepamypa:

Jlaude /I. B. OSINT y kibep6e3neyi : Hasuy. noc. Kuig : TOB «IHycuHipuHe», 2024.
522 c

DeGarmo A. The OSINT Codebook. Cracking open source intelligence strategies.
2022. 212 p.

5. Jlekyis 5: IIlpocynymi mexHiku OSINT

o OCHOBHIi NUMAHHA:
IIpocyHymi memodu OSINT (DARKINT, CROSINT).
Aemomamusayis npoyecie OSINT.

Maii6ymue OSINT ma Hogi meHdeHYii.

o PekomeHdoeaHa nimepamypa:

Jlaude /I. B. OSINT y kibep6e3neyi : Hasu. noc. Kuis : TOB «IHxcuHipuHe», 2024.
522 c

DeGarmo A. The OSINT Codebook. Cracking open source intelligence strategies.
2022.212 p.

6. Jlekyisa 6: CoyianvbHi media sik ddcepesio OSINT

o OCHOBHI NUMAHHA:
Budu danux y coyianbHux media.
[Hcmpymenmu 360py daHux 3 coyiarbHux media.

EmuyHi acnekmu 360py iHgpopmayii 8 coyianbHuUx mepexcax.

o PekomeHdoeaHa simepamypa:

Jlaude /I. B. OSINT y kibep6e3neyi : Hasuy. noc. Kuig : TOB «IHacuHipuHe», 2024.
522 c

Epoeko JI. TexHono2ii OSINT: sik eidkpumi dxcepesna donomazaroms MeditiHUKAM.
Press Association UA : ee6catim.


https://pressassociation.org.ua/ua/author/lizaveta-brovko/

7. Jlekyis 7: IIpaeoei acnekmu ma emuka OSINT

o OCHOBHI NUMAHHA:

MixcHapodHi npasosi cmaHdapmu ujodo 8UKOPUCMAHHSA 8I0KpuMuXx 0aHUX.

IIpusamHicme ma 3axucm ocobucmux daHux 8 OSINT.

o PekomeHdoeaHa nimepamypa:

Jlaude /I. B. OSINT y kibep6e3neyi : Hasy. noc. Kuig : TOB «IHycuHipuHe», 2024.
522 c

3opeuko /JI. C, Jlex P. B, Kyauk /. 0., Yepssakos 0. I BukopucmaHHs
iHcmpymenmie ma memodie OSINT daa ompumaHHS nowykosoi iHgpopmayii :

npakmuyvHuii nopadHuk / IH-m nidzomoeku opud. kadpie das CBY. Xapkis, 2023.
36¢c.

8. Jlekyis 8: BukopucmahnHsa OSINT y po3caidyeaHHsix. Bepudgpikayia iHgpopmayii ma
darvcugikayia daHux

o OCHOBHI NUMAHHA:

Memodu OSINT 0as po3caidyeaHb y JcypHaaicmuyi ma npagooxopoHHUX
Op2aHax.

IIpakmuvyHi keticu sukopucmauHs OSINT y mincHapoOHUX po3cAidy8aHHSIX.
Memodu nepegipku docmosgipHocmi iHpopmayii.

BusieneHHs anvcugikayii daHux ma desingopmayii.

o PekomeHdoeaHa nimepamypa:

Jlaude /I. B. OSINT y kibep6e3neyi : Hasuy. noc. Kuig : TOB «IHacuHipuHe», 2024.
522 c

3openko /JI. C, Jlex P. B, Kyauk /. 0. Yepssakos 0. I BukopucmaHHA
iHcmpymenmie ma memodie OSINT das ompumaHHs nowykosoi iHgpopmayii :

npakmuyvHuli nopadHuk / IH-m nidzomosku ropud. kadpie das CBY. Xapkis, 2023.
36c.

5.2 Ceminapcoki 3auamms

1. Ceminap 1-2: Bcmyn do OSINT

o AHani3 dxcepen ingpopmayii.

o IlpakmuuHe 3a8danHs: [lowyk iHopmayii npo nybaiuHy 0coby.

2. CemiHap 3-4: Memodu ma incmpymenmu OSINT

o Poboma 3 iHcmpymenmamu 045 nepegipku opudu4HuXx ocib.

o IlpakmuuHe 3a8daHHs: AHai3 meHdepis opeaHizayii.

3. CemiHnap 5-6: OSINT y Ki6ep6e3neyi

o Poboma 3 incmpymenmamu daa ananisy domeHnie ma IP-adpec.

o Ilpakmuune 3a8damHs: [locaidxiceHHss nomeHYIliHUX 3a2po3 0151 3adaHoi opeaHi3ayii.

4. Ceminap 7-8: I'eonokayis ma gizyanvHuii OSINT



o Poboma 3 incmpymenmamu 2eosokayii ma aHanizy 306paxceHs.

o IlpakmuuHe 3a80aHHs: BusHaueHHs micye3HaxodxceHHs 3a pomozpadiero.
5. Ceminap 9-10: I[IpocyHymi mexuiku OSINT

o [MemoHcmpayisa aemomamu3zogaHux incmpymeumis OSINT.

o Ilpakmuune 3a8danHs: Po3caidysaHHs 8 meceHdxcepi Tesnezpam.
6. Ceminap 11: CoyianwvHi media sk dxcepesno OSINT

o BukopucmaHHs iHcmpymeHmis aHai3y coyianbHux media.

o IlpakmuuHe 3a8danHs: CmeopeHHs npodiito ocobu Ha 0CHO8I 8BIOkpumMuXx 0aHUX.
7. Ceminap 12: IIpasoesi acnekmu ma emuka OSINT

o AHasi3 Kelicie nopyweHHs1 npusamHocmi ma npas atoduHu 8 OSINT-onepayisx.
8. Ceminap 13: BukopucmaHHs OSINT y po3caidy8aHHAX

o IIposedeHHs MiHI-p0O3CAIOY8AHHS 3 BUKOPUCMAHHAM 8I0Kpumux dxceped.
9. CemiHnap 14: Bepugikayis ingpopmayii ma gpanrvcudpikayisi daHux

o BukopucmauHsi iHcmpymeHmis 045 eepuikayii media-daHux.

o IlpakmuuHe 3a80aHHs: Po3nizHasaHHs (heliko8UX HOBUH.

10. Ceminap 15: ModyabHa KOHMPO1bHA po6oma

Memodu i mexHO/02ii HABYAHHA. Bukopucmosywmbcess  QudakmuyHi  mMemodu,
cnocmepedceHHs | NOPIBHSIHHS, Y3a2a/1bHeHHs | abcmpazy8aHHsl, aHa.102is1, IH0yKYis, dedyKyis, aHa.i3
I CuHme3, aHaAIMuKo-CUHMemu4Hull, abcmpakmHo-0edyKmueHull, KOHKpemHo-iHdyKmueHutl,
NOSICHI08A/bHO-IIIOCMpPAmMu8HUll, penpodyKmugsHull, Yacmkogo-nowlykosutl, docaioHuybkuil. Takodic
KoMn/ekc mMemodis, 30Kpema npakmu4Hi, HA04Hl, C/108€CHI, Np06AeMHI, YACMKOB80-NOWYKO8I ma IHWi
epynu memodis. Ceped Memodie HABUAHHS 3A XAPAKMEPOM /02iKU Ni3HAHHS 8UKOPUCMOBYHOMbCS
aHaaimuyHutl, iHdykmugeHutl, dedykmugHull, mpadykmugHuii memodu

Ha 3ansmmsax eukopucmosyrwmbvcsi MyAabmumediliHe 061a0HaHHS, Komn'iomep. Ilpu
ducmaHyitiHoMy HABYAHHI 8uKopucmosyrwmbuwcsl cepgicu gideokoHgpepenyili Zoom ma/abo Google
Meet, oceimuiii eebcepsic Google Classroom Ha naamgopmi «Cikopcobkully, MeceHdxcepu 044
KOMyHIKayii 31 cmydeHmamu, YHigepcumemcbke npo2pamHe 3abe3neveHHsl I[HPopmayiliHo-
KOMyHikayitiHoi cucmemu «EnekmpoHHutl kamnycy.

6. CamocriiiHa pob6oTa 3006yBaya BULLOI OCBITH

CamocmiiiHa poboma cmydeHmig € 8ax/AUB0K CK/AAJ080I0 HABYA/AIBLHO20 npoyecy ma nepedbayae
BUKOHAHHS1 HU3KU 3a80aHb, WO CNPUsIlOMb 2AUOGWOMY 3AC80EHHIO Mamepiaay Kypcy ma po3sumky
npakmu4Hux Hagu4ok 8 OSINT-docaidxceHHsIX.

Budu camocmiiiHoi po6omu:
1. Ilicdcomoeka do aydumopHux 3aHsAsms (cemiHapiea):

o CmydeHmu nosuHHi 2omysamucsi 00 CeMIHAPCbKUX 30aHAMb W/ASAXOM BUBYEHHS
pekomeHdOBaAHUX Mamepiasnie ma saimepamypu, a Mmakoxc Nowyky iH@opmayii 3
g8i0Kpumux dxcepes Ha 3a0aHy memy.

o IlpubausHuli yac: 2 200uHU Ha hid2o0mo8Ky 00 KoxcHo20 cemiHapy( 3azaniom 28 200uH).
2. Ilowyk ma aHaxi3 iHhopmayii 3 eidkpumux dxcepen:

o 3diticheHHs1 nowyKy [Hpopmayii 3a donomozorw iHcmpymenmie OSINT (Hanpukaad,
nowyxk iHgpopmayii npo nybaiuHy ocoby abo opzaHizayir, aHa.1iz meHdepis, nepegipka
IP-adpec mowo).



o Ilpubausnuil yac: 10 2o00uH Ha npakmuuHe 3acmocyeaHHs iHcmpymeHmie OSINT y
pamkax Kypcogoz2o 3a800aHHSI.

3. BuKOHAHHSA iHOUBIAYa/1bHUX NPAKMUYHUX 3d80dHb!

o BukoHaHHSI npakmuyHux 3a80aHb, NOB'A3AHUX 3 mMemamu JeKyil, Hanpukaad,
npogedeHHs1 00CAI0HCEHb 3 BUKOPUCMAHHAM 2€010KaYii a60 aHai3y 306paxiceHb.

o IlpubausHuti yac: 16 200uH npomsizom cemecmpy.
4. HanucaHuHs pedhepamy a60 nidcomoeka aHaA1imu4yH020 38imy:

o HanucauHa 0donosidi abo aHasaimu4Ho20 38imy Ha ocHogl eukoHaHozo OSINT-
docaidxHceHHs 3 KOHKpemHoi memu.

o IlpubausHuti yac: 10 200uH.
5. Ilidzomoeka do M0dy16HOi KOHMPO/ALHOI po60omu ma 3a1iKy:

o Cmydenmu noguHHi camocmitliHo 2comysamucsi 0o M0Jy/1bHOi KOHMPOIbHOI pobomu ma
niocymMKo08020 cemecmpogo2o0 KOHMpOJ — 3a4IKY WASAXOM NO8MOPEHHS JNeKYIilIH020
Mamepiasy, BUKOHaHHs dodamkogux 3a80daHb 3 sukopucmaHHsM OSINT-iHcmpymenmig
ma eusyYeHHs peKoMeHO0B8aHOI Aimepamypul.

o IlpubausHuti yac: 10 200uH.
3azanvHuil uac, eideedeHuli Ha camocmitiHy po6omy: 74 200uH.

CamocmiliHa po6oma mMae 6ymu HA/AeHCHUM YUHOM OP2aHi308aHA ma NAAHO8AHA cmydeHmamu, Woob
3abe3nevumu egpeKmueHe 0NaHy8AHHS HABYA/NbHOI AUCYUNAIHU Ma ycniulHe BUKOHAHHS 8CiX 3a80aHb.

MoniTMKa Ta KOHTPOb

7. MoniTMKa HaBYaNbHOI AUCUMNNIHU (OCBITHBOro KOMMNOHEHTA)
BidgidyeaHHs1 3aHsiMb:

e BidsidysaHHs sekyill € HE0608'13K08UM, AJ/1e peKOMeHJYEMbCS, OCKIAbKU AeKYIUHI Mamepiaau
€ 8ANCAUBOI CKAAA0800 0415 PO3YMIHHA NPAKMUYHUX 3A80AHb MA YCNIWHO20 CKAAOAHHS
icnumy.

e Yyacmby ceMiHapcbKuX 3aHIMmMSIX € 0608 '513K08010, OCKi/IbKU BOHU nepedba4aroms 8UKOHAHHS
NpaKkmMu4Hux 3a80aHb ma yuyacms y QUCKYCIsX, WO € 8AHCAUBUMU 0151 POPMYBAHHSI HEOOXIOHUX
KomnemeHmHocmedl.

e (Cmydenmu, sKi nponycmuau 3aHAMmsi 3 NOBANCHUX NPUYUH, MAHMb MOXCAUBICMDb
gidnpayroeamu nponyujeHull mamepia/a nid 4ac KOHcysabmayill 3 gukaadayem a6o W/asXoM
BUKOHAHHS 000amKo8ux 3a80aHb.

AKmueHicmb Ha 3aHAMmsX:

e (Cmydenmu 3a0xo4ylombvbcsi 00 AKMUBHOI yvyacmi 8 062080peHHsX HA CeMiHapax, nideomosku
Kopomkux donogideli ma npeseHmayiti Ha 0CHO8I 00CAI0HCEHb.

e BukopucmaHHs esleKmMpOHHUX Npucmpois nid 4ac 3aHAMb 00380/5€MbCSI BUKAKYHO 0/
Hag4a/bHux Yyiiel (nowyk iHgpopmayli, yuacmo y OUCKYciax yepe3 e1eKmpoHHI naamg@opmu).

AkademiuHa do6poyecHicmb:



e (Cmydeimu nosuHHi dompumysamucs npuHyunie akademiuHoi dobpouecHocmi, 30Kpema
YHUKamu nJaaziamy, gaavcugikayii daHux ma HeCcaHKyioHOBAHO20 BUKOPUCMAHHS 4YHCUX
mamepiasis.

e bydv-ake nopyweHHs1 akademiuHoi dobpouecHocmi (naaziam, cnucyeaHHs, nidpobka
pe3ysabmamis) npu3dgede do He2amueHOI OYiHKU 3a 810n08I0HE 3a80AHHS | MOJce 8NAUHYMU HA
niocymko8y oyiHKY.

3apaxyeaHHs pe3y/ibmamie HedhopMaibHOT oceimu:

e (CmydeHmu marwmsb Mo}cAUICMb 3apaxyeamu pe3y1bmamu OHAAUH-Kypcie abo iHWux gopm
HegopMmabHOI oceimu 3a memamu, wo eidnogidaromb 3micmy OJucyunjiiHu, 3a YyMoeu
no2o0ixceHHs 3 sukaadadyem ma HadaHHs 8idnosidHo20 cepmugikamy.

Iloaimuka dedaaiiHie ma nepecKAA0AHHSA:

e Bci 3a8daHHs1 nosuHHi 6ymu nodaHi eyacHo. CmydeHmam 00380/55€MbCs1 nepeckaacmu
MOQY/IbHY KOHMPOJ/bHY pobomy abo 3a.iK y eunadky He3adosinbHo20 pe3ysbmamy, aJjae He
6inbule d8ox pasis.

8. Buau KOHTPOIO Ta pEUTUHIOBa CUCTEMA OLiHIOBAHHA pe3y/bTaTiB HaBuyaHHA (PCO)

Budu koHmpo./110 ma oyiHI08aAHHS:
OyiHl0B8aHHS 3HAHb cmydeHmig gidbysamumemsbCsi HA OCHOBI NOMOYHO20 KOHMPOJ/H, MOJYAbHOI
KOHMPO/1bHOI po6omu ma nidcymko68020 3a.iky. MakcumasivbHa Kiabkicms 6aie 3a Kypc — 100.
1. IlomouHuii KoHmpous (70 6anie, 5 6aie 3a 14 npakmu4yHux (ceMiHaAPCbKUX) 3aHSAMb):
o Po6oma Ha cemiHapcbkomy 3aHsammi (do 5 6asaig): OyiHWEMbCA akmusHicmb
cmydenma nid yac 062080peHHs, nidcomoska donosidelli ma chisdonosgidell, BUKOHAHHS

NPAKMuU4YHUX 3080aHb.
= 5 6as1i6 — akmugHa y4acms y 8Cix 3aHAMMSX ma sIKiCHe 8UKOHAHHS1 3A80AHb.
« 4-3 6aau — yacmkosa yyacmov y 3aHAMMSX a60 BUKOHAHHS 3a80aHb HA
cepedHbOMY pIBHI.

« 1-2 6aau — HU3bKa akmueHicmbs a60 HesiKicHe BUKOHAHHS 3a80AHb.

= 0 6asie — nponyweHi ceMiHapcbKi 3aHsimms 6e3 8i0npayto8aHHsI.

o ModyavHa koHmposasHa po6oma (30 6axis): [Iposodumbscss HANPUKIHYI Kypcy nicas
B8UBYEHHSI OCHOBHUX meM. Ckaadaembesi 3 080X 4ACMUH: meopemuyHoi (8idkpumi
3ahumaHHsil) ma npakmuyHoi (BUKOHAHHA 3a80aHb 3 eukopucmaHHsaM OSINT-
IHcmpymeHnmis).

«  28-30 6axis - nosHa ma KopekmHa 8idnosidb HA 6Ci 3a80AHHSI.

« 23-27 6aau - 3a2a.10M npasuivHi 8id0noeiodi, He3HauyHi Hemo4yHocmi abo okpemi
NOMUJ/IKU, WO He 8NAUBAI0Mb HA 3A2a/AbHUll pe3yibmanm.

= 18-22 6asis - HacmkKo8i NoMU/IKU a60 HeJOCKOHA/1€ BUKOHAHHS 3080AHb.

= 0-17 6aaie - HegipHi 60 Heno8Hi 8idnoeioi.

KaaendapHuii koHmpoaws. KaseHdapHa amecmayisi 3do6ysauie euwoi oceimu  (daai -
amecmayisi) npogodumucs 08iui Ha cemecmp Ik MOHIMOPUH2 NOMOYHO20 CMAHY BUKOHAHHS BUMO2
Cunabycy. Memorw nposedeHHsi amecmayii € nidguweHHs Kocmi HasuyaHHs 30o6ysadvie suujoi
oceimu ma MOHIMopuHa BUKOHAHHS 2pagika oceimHbo20 npoyecy. /[las nepwioi amecmayii 3006ysay
nosuHeH Habpamu He mMeHW Hixc 15 6asig 3a nomo4HuUll KOHMPOob, 015 dpy20i — He MeHw Hixc 30
oasis.

YMOBHM J0NYCKY A0 3aJiKYy:

e /Jlna donycky do 3a.aiky cmydeHm nosuHeH Habpamu He MmeHwe 30 6a.sie 3a nomo4Hull
KOHMPO/b [ MOOYbHY KOHMPOJAbHY po6omy.
Jlodamkoei 6anu:



e Cmydenmu moxcyms ompumamu do 10 dodamkoegux 6a.116 3a aKMU8HY y4acms y MiHHaApOOHUX
abo eceykKpaiHCbKux 3axodax, noe'si3aHuX 3 memoi Kypcy, nybaikayito Haykosux cmametl,
yuacms y npoekmax 3 OSINT ma aHaaimuku 0aHux.

IIpoBeaenHs 3aaiky:
Cmydenmu, aKI Habpa/u npomsizom cemecmpy 60 i 6i1buwe 6a1i8 MaArOMb MOHCAUBICMb!

® ompumamu 3a1ikosy OYiHKY (3a.iK) 8ionogioHo do HabpaHozo pelimuHzay (pelimuHzo8i 6aau
nepegodamucsi 0o oYyiHKU 32i0HO 13 mabauyer ma 3aHoCAMbCsl 00 8I00MOCMI ceMecmpo8020
KOHMPO/K);

® BUKOHaMU 3a/iK08y KOHMpOJbHY po6omy 3 Memol nid8uuwjeHHss OYiHKU (npu ysomy
nonepedHitl pelimune cmydeHma 3 ducyun/iHu CKacogyemuCsi i 8iH ompumye oyiHKy miabKu 3a
pe3ysabmamamu 3a1iKo80i KOHMpPoAbHOI pobomuy).

Cmydenmu, ki Habpaau npomsicom cemecmpy MeHwe 60 6asig, ase 8UKOHAAU YMO8U OONYCKY,
BUKOHYIOMb 3a/11K08Y KOHMPOJIbHY pobomy.

Bidnosidi Ha 3a.iKy oyiHremubcs y cymi 8 100 6a.sie ma Hapaxos8yrombucs 3a 8i0nogioi Ha 2 NUMAHHA:
-nosHa 8idnogidv/8ukoHaHe 3a80aHHs (He meHwe 3a 90% nompibHoi iHgpopmayii) - 50-45 6axis;
-docmamHbo No8Ha 8idnos8idb/ BUKOHAHEe 3a80aHHS (He MeHuwe 3a 75% nompi6Hoi iHgpopmayii) - 44-
38 6asis;

-HenosHa 8i0no8idv/ sukoHaHe 3a80aHHs (He meHwe 3a 60% nompibHoi iHgpopmayii) - 37-30 6axis;
-HenosHa 8i0noside / He BUKOHAHe 3a8daHHsI(MmeHwe 3a 60% nompibHoi iHgpopmayii) - 29-0 6anis.

Ta6auys eionosidHocmi peiimuHz08ux 6a/1ie OYyiHKAM 3a yHigepcumemcbKol WKa/a01o:

Kinvkicmb 6asie OuiHka
100-95 BidmiHHO
94-85 /yace dobpe
84-75 Jlobpe
74-65 3adosinbHO
64-60 JlocmamHbo
Menuwe 60 HeszadosiibHo
He sukoHaHi ymosu donycky He donyweHo

9. [OopaTtKoBa iHpopmauia 3 gucumunniHm (0CBiTHbOro KOMMNOHEHTA)
Ilepesaik numaHs 00 3a4iKy:

1. Jaiime susHavenHs1 OSINT ma onuwimb io20 0CHO8HI NPUHYUNU.
AKki ocHogHI dxcepena iHopmayii sukopucmosyromucsi 8 OSINT-docaioxceHHsx?
Onuwims icmopit po3sumky OSINT ma 1i0o20 3Ha4eHHS1 8 Cy4ACHOMY €8imi.

Aki npasosi ma emuuHi acnekmu nompi6Ho epaxogyeamu npu npogedeHHi OSINT-docaidxceHsb?

Lt A WD

Ak nposodumbcsi eepudpikayisi davux e OSINT? Onuwimb OCHOB8HI MeXHIKU nepesipku
iHgpopmayii.

Hazgeimb nonyasipui incmpymeumu OSINT ma onuwims ixHi pyHKYi.
Ak OSINT sukopucmosyemucs y kibepbezneyi? Hagedims npukaadu.

8. Onuwims memodu sus8aeHHs Kibep3azpo3 3a donomozor OSINT.



9. Ak nposodumbcsa aHani3 domenie ma IP-adpec y konmekcmi OSINT-docaidxicens?

10. lIJo make ceonokayis y konmekcmi OSINT i sik ii gukopucmog8yroms 045 aHaaizy?

11. Ak nposodumbucsi aHaniz 306paxceHb ma g8ideo 8 OSINT-docaidxnceHHsAX?

12. AIKi iHcmpyMeHmMU 8UKOPUCMO8YHMbCS 015 AHAJI3Yy CyNYMHUKOBUX 3HIMKI8 ma kapm?
13. Onuwims npocyHymi memodu OSINT (DARKINT, CROSINT) ma ixHi ocobaugocmi.

14.lllo make asmomamu3ayiss npoyecie 6 OSINT | saki I[HcmpymeHmu 048 UYb020
8UKOPUCMOBYHMbCA?

15. Axi mendenyii maiioymuwvozo pozsumky OSINT su moxceme gudinumu?

16. AKi daHi 3 coyianbHux media moxcyms sukopucmosgysamucs 041 OSINT-docaidxcens?

17. Ak npayrotoms iIHcmpymeHmu 045 360py daHux 3 coyianbHux media?

18. Aki emu4Hi acnekmu nompibHo epaxogysamu nid yac 360py 0aHux i3 coyianbHux mepexc?

19. Oxapakmepu3yiime mixcHapodHi npasosi cmaHdapmu, wo peayaoioms sukopucmaHHs OSINT.

20. AIki acnekmu npusamHocmi ma 3axucmy ocobucmux daHux caid epaxosysamu nid yac OSINT-
docaidxnceHb?

21. Ak OSINT sukopucmog8yemucs 8 HypHaaicmcbkux po3caidysaHHsax? Hasedimb npukaadu.
22. Oxapakmepus3yiime poab OSINT y npagooxopoHHUX pOo3CAidY8AHHSIX.

23. Onuwims npoyec nposederHsi OSINT-0ocaidxiceHHS 3 BUKOPUCMAHHAM COYIAIbHUX MEPEKC.
24. Aki memodu sukopucmosgyomaucs 015 8epugikayii ingpopmayii, ompumaHoi yepesz OSINT?
25. Ak susieassmu gpanvcugpikosari daHi ma desingpopmayito 3a donomozor OSINT?

26. AKi mexHiKU 8UKOpUCMOBYHMbCS 015 hepesipku docmogipHocmi 306pasiceHb ma 8ideo?
27. Onuwimy, ik npo800UMbCsl pO3CAI0Y8AHHS 8 MeCeHONHcepax Ha 0CHO8I 8IOKpuUMuXx diceped.
28. Ik nposodumucsi aHaNi3 WpUdU4YHUX 0Ci6 3 sukopucmaHHsAM OSINT?

29. AKi IHcmpyMeHmMuU 8UKOpUCMo8yrmbucsl 0415 aHaizy meHdepie ma koumpakmisg y OSINT?

30. Aki nidxodu 3acmocosyrombvcsi 0451 360py ma 06pobku eeaukux ob6csicie daHux y OSINT-
docnidxceHHsAX?

Po60oy4y npozcpamy Hag4ya1bHOI ducyunsiHu (cuiabyc):

CknadeHo JdoyeHmomM, kaHdudamom @inocopcokux  HayK, doyeHmoM, Ilueconenko leopem
Bikmoposuuem, sukaadavem kagedpu meopii ma npakmuku ynpaeniHHsa BapicaHcbkum Ilasero
Bosodumuposuuem

YxeaseHo kagedpor meopii ma npakmuku ynpasainus (npomokosa N2 15 6id 19.06.2025)

Ilo2zodixceHo MemoduuHow Komicieto ¢pakyabmemy coyionozii i npasa (npomokosn Ne 4 gid
24.06.2025)



