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Mporpama HaBYaNbHOI AUCLUNAIHK

1. Onuc HaBYanbHOI AUCUUNAIHK, T MeTa, NpeaMeT BUBYEHHSA Ta pe3y/1bTaTU HaBUYaHHA

HaByanbHa AWCUMNAIHA HANeXuTb A0 BMOIPKOBUX AUCUMMANIH, AKI NPOMOHYIOTLCA A0 ONaHyBaHHA
3006yBavyam nepLuoro (bakanaBpCcbKoOro) piBHA BULLOT OCBITH.

MeTolo HaBYanbHOI AMCUMNAIHM € GOPMYyBaHHA Yy 3400yBadiB Po3yMiHHA iHPpopMaLiliHOiI Be3nekn ak
CKNnagHoro 6araTopiBHEBOro ABMLA, LLO MAE COLianbHi, MCUXOOrIYHI 11 TEXHIYHI BUMIpHU.

MpeameToM HaBYaNbHOI AMCUMNAIHM € TEOPeTMYHi Ta MPAKTUYHI acnekTu iHbopMmauiiHOi 6e3neku.
30Kpema 3406yBayi OTPMMatOTb Ta PO3BUHYTb HAaBUYKM BUABIEHHA | NpoTUAii iHpopmauiiHm 3arposam
Ha PiBHI NOAMHM, CYCcMiNbCTBA Ta [AEp’KaBuM, O3HANOMANATLCA 3 HOPMATMBHO-NPABOBMMMU aAKTaMM,
CNPAMOBAHMMM Ha 3abe3neyeHHs iHpopMaLiMHUX NpaB Ta cBo6OA NHOAMHM | FPpOMALAHMHA Ta 3aXMCT
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iHTepeciB aep*kaBu B iIHGOPMALiNHIN chepi, PO3BUHYTb HABMUKM 3abe3nevyeHHA 3axXMCTy NPUBATHOCTI B
NOBCAKAEHHOMY XUTTi Ta NpodecinHil gianbHOCTI.

HagyanbHa AucuunaiHa y KOMMNAEKCi 3 iHWWMMW OCBITHIMU KOMMOHEHTaMW CNPUAE PO3BUTKY TaKuUX
NPOrpamHMX KOMMNETEHTHOCTEN Ta NPOrPaMHMUX Pe3ybTaTiB HABYAHHA:

- NPOrpamHi KOMNETEeHTHOCTI:

- 3p4aTHicTb peanidyBaTM cBOi npaBa i 000B’A3KM AK 4YneHa CcycnifbCTBa, YCBIAOMIOBATM LIIHHOCTI
rPOMaZfHCbKOro (BiIbHOrO AEMOKPATUYHOrO) CycninbCTBA Ta HEOobXiAHICTb MOro CTanoro Po3BUTKY,
BEPXOBEHCTBA NpaBa, Npas i cB0b6OA NOAMHM | TPOMaZAHMHA B YKpPAIiHiI.

- 3paTHicTb 36epiraTv Ta NPMMHOXKYBATM MOpPasIbHI, KyAbTYPHi, HAYKOBI LiHHOCTI i JOCATHEHHA CYCNi/NIbCTBA
Ha OCHOBi PO3YMiHHA iCTOpPII Ta 3aKOHOMIPHOCTE PO3BUTKY NpeaMeTHOI obnacTi, ii micus y 3arasbHil
CUCTEMi 3HaHb NPO MNPUPOAY i CYCMiNIbCTBO Ta Yy PO3BUTKY CYCMi/NIbCTBA, TEXHIKM i TexXHOJOorii,
BUKOPUCTOBYBATM Pi3Hi BMAN Ta GOPMM PYXOBOi aKTUBHOCTI AR aKTUBHOFO BiANOYMHKY Ta BeAeHHA
3/10pOBOr0 CNOCOBY KUTTA.

- 34aTHICTb BYTU KPUTUYHUM | CAMOKPUTUUYHUM.
- 30aTHICTb BUNTUCA | 0BONOAiIBATU CY4aCHUMM 3HAHHAMM.
- 34aTHICTb A4iATK couianbHO BiANOBIAA/IbHO Ta CBiAOMO.

- NpOrpamHi pe3ynbTaTy HaBYaHHA:

- BmiTn BUKOpMCTOBYBaTM iIHGOPMALLiIMHO-KOMYHIKaLiMHi TexHoNOrii y npoueci nowyky, 36opy Ta
aHani3y couionorivyHoi iHpopmalii.

MpepekKBi3anTK Ta NOCTPEKBI3UTU AUCLUNANIHU (MicLe B CTPYKTYPHO-0riYHil cxemi
HaBYaHHA 3a BiANOBIAHOIO OCBITHLOIO NPOrpPamolo)

Ouncumnnina «OcHoBM iHGOpMaLiMHOT 6e3nekn» € BUOBIPKOBOK AUCUMMMIHOK, AKA MOXKe
BMBYATUCA CTyAEeHTaMu 6e3 byab-AKMX NonepeaHix yMOB.

OucumnniHa mMae MiKOMCUMNNIHAPHWUIA XapaKTep Ta iHTerpye BignoBigHO A0 CBOro npegmety
cnewjanbHi 3HaHHA 3 IHLWMX OCBITHIX i HAYKOBMX ranysel. I nepeaytoTb Taki AMCUMNAIHM AK 3aranbHa
ncuxonoria, IHbopmaUiiHi TeXHONOrIT B NPOEKTHIN aisnbHocTi, Couionoria Towo.

Ona 3ab6e3neyeHHs OCBITHbOrO NpoLUEcy Nif Yac ANCTaHLMHOIO HaBYaHHA Ta binbll epeKTUBHOI
KOMYHIKauii 3 MeTol pPO3YMIHHA CTPYKTYpW HaBYaNbHOI AUCUMNAIHW | 3aCBOEHHA MmaTepiany
BMKOPUCTOBYIOTbCA cUCTeMa ENEKTpPOHHUIM Kamnyc, pecypcu naatGopmm AUCTaHLIMHOINO HaBYaHHA
cepBicM AnA opraHisauyii oHNalH-KOHpepeHUin Ta BiAeo3B’s3Ky (Hanpuknag, «Zoom»), eNeKTPOHHa
nowTa, meceHgxepu (WhatsApp, google aoKymeHTu). TakoX HeobXiAHO BONOAITM HaBMYKamMM 3
BMKOPUCTAaHHA TEKCTOBOrO pefaKTopa, pefaKkTopa 3i CTBOPEHHA Npe3eHTaLin, peaakTopa 3i CTBOPEHHSA
Tabnunup.

3. 3micT HaBYaNbHOI AUCUUNAIHN

Tema 1. IHbopMmauinHa 6e3neKa AK CKNaA0Ba HaLioHaNbHOI 6e3neku.

Tema 2. IHbopmauia, iHpopmaLiliHi npoueck i cuctemu. IHbopmMaLiiHe cycninbCTBO.
Tema 3. IHbopmauinHa 6e3neka Ta 6e3neKa iHbopmalii.

Tema 4. KibepHeTnyHa be3neka.

Tema 5. MNepcoHanbHi gaHi.

Tema 6. MNpaBo Ha NPMBATHICTb Ta MOro 3aXMUCT.



Tema 7. MaHinyntoBaHHA iHpopmauieto.

Tema 8. IHcalaepcTBO Ta couiasibHa iHXeHepis.

Tema 9. IHbopmauinHe npoTnbopcTBo Ta iHpopmaLiiiHa BiltHa.

HasuyanbHi maTepianu Ta pecypcu
basosi axxepena:

YnpaBniHHA iHpopMmaUiiHoto Ge3nekoto. KOHCNeKT NeKuin : HaBYa/NbHUMA MOCIOHWMK ANA CTyAEHTIB
cneuianbHocTi 125 «Kibepbesneka» / KMl im. Iropsa CikopcbKoro ; yknaga.: C. O. Hocok, O. M. ®anb, B. M.
Tkau. Kuie : KNI im. Irops Cikopcbkoro, 2021. 258 c. URL: https://ela.kpi.ua/handle/123456789/43377
(naTa 3BepHeHHA 10.05.2024).

HectepeHko T. IHdopmauiiHa 6e3neka: Kypc nekuin. Kuie : HAY, 2022. 102 c. URL:
https://er.nau.edu.ua/bitstream/NAU/57731/1/%D0%86%D0%BD%D1%84%D0%BE%D1%80%D0%BC%
D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B0%20%D0%B1%D0%B5%D0%B7%D0%BF%D0%B5%D0
%BA%D0%B0 %D0%BA%D1%83%D1%80%D1%81%20%D0%BB%D0%B5%D0%BA%D1%86%D1%96%D0

%B9 2022.pdf (aata 3BepHeHHA 10.05.2024).

IHpopMmaLiliHa Ge3neka : HaB4y. NocibH.; 3a 3ar. pea. 0. A. bobano, |. B. TopbaToro. /IbBiB : BUA-BO
J1bBOBCbKOI NONITEXHIKMN, 2019. 580 c. URL:
https://pdf.lib.vntu.edu.ua/books/2021/Bobalo 2019 580.pdf (aaTa 3sepHeHHsa 10.05.2024).

OCHOBHiI HOPMaTMBHO-NPABOBI aKTU:

Mpo 3axucT nepcoHanbHMX AaHMX : 3akKoH YKpaiHm Big 01.06.2010 p. Ne 2297-VI. URL:
http://zakon4.rada.gov.ua/laws/show/2297-17 (nata 3BepHeHHA 10.05.2024)

Mpo iHbopmaLiito : 3aKoH YKpaiHu Big, 02.10.1992 p. No 2657-XIl. URL:
http://zakon4.rada.gov.ua/laws/show/2657-12 (nata 3BepHeHHA 10.05.2024)

Mpo HauioHanbHy 6e3neky VYKpaiHn : 3akoH YkpaiHuM Big 21.06.2018 p. No 2469-VII.
URL: http://zakon.rada.gov.ua/laws/show/2469-19 (aata 3sepHeHHa 10.05.2024)

Mpo ocHOBHI 3acaan 3abe3neyeHHs Kibepbesnekun YKpaiHu : 3akoH YKpainu Big 05.10.2017 p. Ne 2163-
VIII. URL: http://zakon.rada.gov.ua/laws/show/2163-19 (gata 3BepHeHHA 10.05.2024)

Mpo HauioHanbHy nporpamy iHGopmaTmusauii : 3akoH YKpaiHu Big 01.12.2022 p. Ne 2807-IX. URL:
https://zakon.rada.gov.ua/laws/show/2807-204#n191 (aaTa 38epHeHHs 10.05.2024)

Crparerisa iHbopmaLinHoi 6e3nekn YKkpaiHu : 3aTB. YKasom MpesnaeHTa YKpainu Big, 28 rpya. 2021 p. Ne
685/2021. URL: https://zakon.rada.gov.ua/laws/show/685/2021#Text (aaTta 38epHeHHA 10.05.2024)

CrpaTeria Kibepbesnekn YkpaiHu: besneuyHnin KibepnpocTip — 3anopyKa yCnilWHOro pPo3BUTKY KpaiHK :
3atB.a YKasom [lpe3mgeHTa VYKpaiHu Big 26 cepn. 2021 p. Ne 447/2021. URL:
https://www.president.gov.ua/documents/4472021-40013 (paTa 38epHeHHA 10.05.2024)

[lopaTkosi Axkepena:

Apxunosa €. 0., YepHuueHKo A. B. 3abe3neyeHHn iHbopmaLinHOI 6e3nekn B opraHax AeprKaBHOI Blaan
AK Hara/NbHa notpeba cboroseHHs. Jepxasa ma pezioHu. Cepis: [epxucasHe ynpaseniHHa. 2018. Ne 4 (64).
C. 231-234. URL: http://www.pa.stateandregions.zp.ua/archive/4 2018/44.pdf (paTa 3BepHeEHHSN
10.05.2024).

Apxunosa €. O. 3abe3neyeHHs iHbopMaLiMHOT 6e3neKkn Ta 3axXnCcTy iHPpopmaLii: METOANYHI acnekTu.
Myb6niyHe ynpaBAiHHA Ta aAMiHicTpyBaHHA: 306ipHUK HayKoBuX Npaub. K.: HTYY «KMl», 2015. C.21-32.

ApxunoBa €. O. TeopeTU4Ha CYTHICTb Ta MPaKTUKA BUKOPMUCTAHHA aCMMETPUYHOI BiANOBIAI B yMOBax
ribpugHoi  arpecii. IHeecmuuyii: npakmuka ma Odoceid. 2016. Ne24. C. 125-129. URL:
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http://www.investplan.com.ua/?0p=18&z=5311&i=25 (aaTa 38epHeHHA 10.05.2024).

Mpypeyc M. OcHoswu MaHinynauii : Bigeo-kypc, 2022. URL:
https://www.youtube.com/playlist?list=PL8G81liuosceius5hg2F9JQUx80QaFfcdY  (mata  3BepHEHHs
10.05.2024).

IHbopmaLia Npo iHWi OCHOBHI Ta 404aTKOBI MaTepiann abo NOCMAAHHA Ha MmaTepiasn 4M pecypcy,
NoTPibHI ANA BUBYEHHSA HaBYabHOI ANCLUNANIHM, NYBAIKYETLCA Y ryrA-Knaci.

HaB4anbHUA KOHTEHT

5. MeToauKa onaHyBaHHA HaBYa/IbHOI AUCLUNANIHU (OCBITHBOro KOMMOHEHTA)

Mpwn BUKNagaHHI ANCUMNAIHN BUKOPUCTOBYHOTLCA Pi3Hi Fpynn MeToAiB, 30Kpema C/NoBecHi (po3nosigb,
6eciaa, NOACHEHHS, AMCKYCiA, KOMEHTYBaHHSA TOLWO0), HAO4YHi (iNt0CTpyBaHHA, Npe3eHTalil, cnanam, cxemm
TOWO), NPaKTUYHI (aHani3 cuTyalili, Kerc-cTagi, AinoBi irpu, poboTa 3 TEKCTOM, MO3KOBUI LUTYPM. TaKoX
BMKOPUCTOBYIOTbCA METOAN NPOBAEMHUX CUTYALM, AEMOHCTPALi NOWYKOBOI AiANBbHOCTI, aKTUBI3YHOUMX
3anuTaHb, HaBMWUCHOI MNOMWAKW. B xoai onaHyBaHHA AUCUMNAIHU BUKOPUCTOBYIOTbCA METoAMU
iHAMBIAYaNbHOI Ta rpynoBoi poboTu. B npoueci HaBYaHHA BUKOPUCTOBYIOTbCA CEPBIC BiaeoKoHdpepeHL,ii
Zoom, MmeceHaxKepu, EnekTpoHHu Kamnyc KII, TakoX 3acTOCOBYIOTbCA PiSHOMaHITHI LUPPOBI
IHCTPYMeHTH (30Kpema, aonatkm Google Workspace, Miro, Canva, cepBicn OHNaWH-TECTYBAHHA TOLLO).

3aBAaHHA Ta MEeTOAMYHI peKoMeHaaLil 10 BUKOHAHHA NPaKTUYHUX PobiT, nuTaHHA 4o MKP, niacymkosoro
KOHTPO/IO Ta iHLWIi MaTepiaan BUKNA[AOTLCA B ryra-Knaci.

Opi€HTOBHUI Nepenik NUTaHb, WO BUMHOCATbLCA Ha NEeKUilHi, cemiHapcbKi (NpakTuuHi) 3aHAaTTA Ta CPC
HaBeAEHO HUKYe.

NeKuiliHi 3aHATTA

Jlekyia 1. InghopmauyiiiHa be3neKka aK cknadoea HAYioHANbHOI be3neKu
Bu3HauyeHHsA Ta 3micT NoHATTA «iHpopMaLiliHa 6e3neKka».
KoHuenuis HauioHanbHOi 6e3nekun YKpaiHu.
Ponb Ta micue iHpopmaLiiHOT 6e3neKkn B CUCTEMi HaLiOHaNbHOT 6e3neKu.
3axuUCT KUTTEBO BaXKJANBUX iHTEPECIB AepKaBy B iHPpopmaLiiHin chepi.

PwwnNpE

3a80aHHA Ha CPC: HapaiTe Knacudikau,ito HauioHanbHUX iHTEpeCIB.

Jlekyia 2. Ingpopmauyin, iHghopmauyiliHi npouyecu i cucmemu. IHgpopmayiliHe cycninocmeo
IHbopmaLifa, iHpopmaLifHi NnpouecH i cUCTEMU: OCHOBHI NOHATTA Ta BUSHAYEHHSA.
Buau iHbopmalii
HKntreBuin LMKn iHbopmaLii.
CoujanbHa cyTb iHpopmau,ii.
lnobanbHWUt xapaktep iHbopmaTM3auii.
CTaHOB/EHHSA Ta PO3BMTOK KOHLENLiN iHpopmaLiiHOro cycninbCcTBa.
3arposu Ta BUKAMKM iHGOPMaLLIMHOrO CcycninbCcTBa.

NoubkhwNpeE

OnaakTU4YHi 3acobun: cxema «Buay iHdopmauii».
3a80aHHsA Ha CPC: BU3HAUTe CYTHICTb NOHATTA «aMbiBaneHTHICTb iHpopmaL,ii».

Jlekyia 3. IHgpopmauyilina 6e3neka ma 6e3nexka iHghopmayii
1. BigmiHHicTb NOHATb iHPOpMaLiliHa 6e3neKa Ta 6e3sneka iHpopmauii.
2. OcHOBHI HanpamKku iHpopmauiiHoi 6e3neku.
3. IHdopmauinHe NpoTMbopcTBO Ta KOHPANIKTK, iIHPOPMaLLiiHa BiHa, iHpopMmauiiHa 36pos.
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4. TlpuHUMNK, roNIOBHI 3a4a4i Ta PyHKLUiT 3abe3neyeHHs 3axucTy iHpopmallii.
5. HauioHanbHa cucTtema 3axucTy iHpopmalii.

3a80aHHSA Ha CPC: oxapaKTepusynTe cTaH Ta NPob/iemMu BHYTPILLIHIX Ta 30BHILLIHIX BiAHOCWUH B
iHbopmaLinHin chepi.

Jlekyin 4. KibepHemuy4Ha 6e3neka

1. TloHATTA KibepHeTMUHOI 6e3nekun. Migxoan Ao BU3HAYEHHSA KibepHeTUYHOT Be3neku.

2. CniBBigHOWeHHA TEpMiHiB «Kibepbesneka» Ta «iHpopmauiiHa 6e3snekar.

3. Crparteria kibepbesnekn YkpaiHu.

4. 3arpo3u Kibepbesnewi Ta 3arpo3n KPUTUYHIN iIHpaCTPYKTYpi. TOUKKN NepeTmHy. Kibep3nouuH Ta

Kibep3/10UMHHICTb.

3a80aHHA Ha CPC: 3HaNAiTb B HAYKOBUX AXKepesiax BU3HAYEeHHs Kibepbesneku Ta Kibep3arpos Ta
npoaHanisymnTe Li BUSHAYEHHS.

Jlekyia 5. lNepcoHanbHi OaHi

1. HopmatmeHO-npasoBa H6a3a y chepi 3aXMCTy NePCOHANbHUX AaHUX.

2. MepcoHanbHi faHi AK 06’eKT 3axmcTy. NepcoHaNbHUX AaHi Ta KOHIAEHUiMHA iIHpopMaLiA.
3. Cy6'eKTM BiAHOCKH, NOB'A3aHUX i3 NepCOHaNbHUMM AaHMMU. Ix npaBa Ta 0608’A3KM.

4. Bumoru f,0 06pobKM NepcoHaNbHUX AaHUX.

3as0aHHA Ha CPC: BU3HauTe, AKi AaHi BigHOCATLCA A0 YYTANUBUX NEPCOHANbHUX AaHUX.

Jlekuyis 6. [paso Ha npusamHicme ma io20 3axucm

PO3BUTOK ysiBNEHb NPO NPABO Ha NPMBATHICTb (NPUBATHE KUTTA) Ta 3aXUCT NPUBATHOCTI.
3MICT NOHATTA «NepCcoHasnbHi AaHi». Buan nepcoHanbHMX AaHUX.

1

2

3. MiXXHapOoAaHi aKTW i3 3aXUCTy NePCOHANbHUX AaHUX Ta 3aXMCTY NPUBATHOCTI.

4. BiTYM3HAHI HOPMATMBHO-MPABOBI AKTU i3 3aXUCTY NEPCOHANbHUX AAHUX T MPUBATHOrO KUTTA.
5

. 3aXMCT NPUBATHOCTI B IHTEpPHETI.

3as0aHHsa Ha CPC: BusHauTe BHecok cTaTTi C. YoppeHa Ta J1. bpaHaeiica «[1paBo Ha NpMBaTHICTbY Y
PO3YMIiHHI MUTAaHHA 3aXUCTYy NPUBATHOCTI.

Jlekyis 7. MaHinynwoeaHHA iHhopmayiero

CyTHicTb, 0c06AMBOCTI Ta NPUYNHM MaHINYNOBAHHA iHGOpMaLLi€to.
MigrotToBKa Ta NpoBeAeHHA MaHinynaui iHbopmauieto.

OcHoBHi 3ac0bun MmaHinyAauii cycninbHOK CBIAOMICTIO.

Mpunomu i TeEXHONOTIT MaHiNyAtOBaHHA NPW 0COBUCTOMY CMiNKYBaHHI.
Cnocobu maHinyntoBaHHA B Mac-megia.

vkhwNheE

3a60aHHA Ha CPC: nowyk NiA3aKOHHUX aKTiB 3 pery/toBaHHA iHGOPMALiMHUX BIiAHOCUH B NeBHiN cdepi



AiANBHOCTI.

Jlekyin 8. IHcalidepcmeo ma coyianbHa iHMeHepis

1. IHcalpepcTBO Ta iHCcanaepu. Buan iHcanaepis.
2. CoujanbHa iHXeHepia: 3MicT NOHATTA.
3. TlpuKknagu peanisauii COLiOiHXKEHepPHMNX aTaK.

3ae0aHHA Ha CPC: KeBiH MiTHUK NpO couiafibHy iHXXeHepIto.

Jlekyia 9. Ingpopmayiline npomubopcmeo ma iHhopmauiliHa eiliHa

IHbopmaLiiHe NPOTMOBOPCTBO Ta MOTo BUAM.
IHbopmaLinHa BilHa. IHpopmaLiliHa 36pos.
MoHATTA ribpunaHoI BiltHM Ta ribpmnaHoi arpecii.
CneujanbHi iHbopmaLinHi onepadui.

E

3a80aHHA Ha CPC: HaBegiTb icTOPUYHI NpUKIaan ribpuaHux BinH.

CemiHapCbKi 3aHATTA

CemiHapcbKe 3aHammsa 1. Bcmyn 0o iHghopmayiliHoi 6e3neKku

1) AkTyanbHicTb iHpopMaLiliHOi 6e3neKkn B cy4acHOMY CyCninbCTBi.

2) IHdopmauiiiHa 6e3neKa AK CKNaA0Ba HalioHaNbHOI 6e3neku.

3) Cknagosi iHbopmauiHOT 6e3neku.

4) Mpobnemun po3ymiHHA iHbopMmaLiHOT 6e3nekn B npodeciiHUX Konax Ta Ha PiBHi cycninbHOI
cBigomocrTi. IHbopmauinHa 6e3sneka Ta 6e3neKka iHpopmalii.

5) CouianbHi acnekTn iHbopmaLinHoOi 6e3neKw.

6) 3arasbHe PO3yMiHHSA TEeXHIYHMUX acneKTiB iHpopMaLiMHOT 6e3neku.

3ae0aHHA Ha CPC: MNepeniyitb 3arpo3n iHpopmalliliHii besneLi ocobu.

CemiHapcbKe 3aHamma 2. [epxcasHa iHpopmayilina noaimuka

HauioHanbHW iHbOpMaLLiiHUIA cyBEpEHITET.

CyTHicTb Ta 3aBAaHHSA HauioHanbHOI iHPOpPMaLiHOT NOAITUKN.

CTpyKTypa Ta 3aBAAHHA OpraHiB y chepi AepKaBHOI iHGOPMaLIMHOT NONITUKM YKpaiHW.
HauioHanbHa nporpama iHpopmaTmsauii.

IHpopMmaLiliHa noniTKa 3apybixKHMX KpaiH (aonoBigi no pisHUM KpaiHam).

vk wN e

3ae0aHHsA Ha CPC:

Po3KpuTn ocHoBHI nonoxeHHA 3Y «[po OcHOBHI 3acaan po3BUTKY iHGOPMaALLIMHOrO CycniNbCTBA B
YKpaiHi Ha 2007-2015 pokun».

MpoaymaTtn Te3n AUCKycii Ha Temy «IHOpMaLiMHWIA CyBepeHITeT: Bif 3aXMCTy HaLioHaNbHOI
6e3nekn go obmeKeHHs iHpopMmaLiiHnx cBoboa».

CemiHapcoKe 3aHammas 3. IHpopmayin, iHpopmayiliHi npoyecu i cucmemu
1. CyTHicTb Ta BUAK iHbOpMaLLil.
2. ATtpubyTtuBHa Ta GYHKLUiOHaNbHA KOHUeENLii iHpopmaLii
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Buau inbopmauii. Knacuodikauia iHpopmau,ii 3a pexkumom gocryny.
CouianbHa iHbopmau,ia Ta ii XapaKTepUCTUKMN.

Mipu iHpopmaLii.

Mpobaemn BU3HAUYEHHSA LiHHOCTI iHbopMmauiji.

IHbOpMaLiiHI NpouecK i cMCTeMU: OCHOBHI MOHATTA Ta BU3HAYEHHA.

3a80aHHsA Ha CPC: MNopiBHANTE NOHATTA «LiHHICTb iIHPOPMALLT» Ta KKOPUCHICTb iHDopMaLii». B yomy

nonArae rnobanbHUIM xapakTep iHpopmMaTM3aLii? BU3SHauTe NOHATTA «cyyacHi iHbopMmaLiiHi cuctemmn».

CemiHapcobke 3aHAMmMA 4. IHghopmayiiiHe cycninbcmeo ma cycninbcmeo 3HaHb

1.
2.

CyTHiCTb Ta 3Ha4YeHHA iIHPOPMaLLIMHUX PEBOIOLLIA AN PO3BUTKY JIIOACTBA.

CTaHOB/NEHHA Ta PO3BMTOK KoHUenuit iHbopmauiHoro cycninbctea (4.6enn, M. Kactensbc,
E. Toddpnep, M. Macyaa Ta iH) — A0ONOBIA| 32 OKPEMMMM aBTOPaMM.

CycninbCTBO 3HAHb: OCHOBHI PUCK Ta TEHAEHLiI.

3arposu Ta BUKAMKM iHGOPMaALLIMHOrO CycniNbCcTBa.

[ncKycia: un aincHo BigbyBaeTbCA CTaHOBAEHHA HOBOT N0AMHM (3MiHa MOTUBAL,iT, 3MiCTy npaLi
Towo)?

3a80aHHsa Ha CPC: 03HaKu NOANHM HOBOFO TUNY Y NPaLAX HayKoBL,iB.

CemiHapcoKe 3aHammas 5-6. Mowyk ma nepeegipka iHgpopmayii

1.

MowyK iHbopMmalLiii B nowykoBux cuctemax. PoswmnpeHri iHpopmauiriHi 3anutn, ginbTpu, NowyKoBi
onepaTopu.

Mowyk iHbopmau,ii B akagemiyHnx 6asax AaHuUX.

MowyK iHbopMmaLii B bibnioTekax.

KpuTtepii AKkocTi i aocToBipHicTb Axepena iHpopmauii. OuiHka 3a npuHumMnom CRAAP
(aKTyanbHicTb, OCTOBIPHICTb, aBTOPUTETHICTb, TOYHICTb, MeTa).

MeToau nepesBipku aBTopa iHpopmauii. Mowyk gaHMX Npo aBTOpPa, aHaAi3 Moro penyTay,ii Ta
nonepeaHix nyonikauiin.

BusasneHHs ¢elikis Ta gesiHbopmauii. Mnatdpopmu ans nepesipku dakTis (FactCheck, Snopes),
iHCTPYMEHTIB /17 3BOPOTHOrO NoluyKy 306paxeHb (TinEye, Google Images).

AHani3 cTaTMCTMUHOI iHpopMaLLil Ta AaHUX (BUABNEHHA MaHinyAaUii 3 umppamu, iHTepnpeTauji
rpadikis, Tabnmup).

@aKTYeKiHr.

3ae0aHHA Ha CPC: 3aBaaHHsA 3 iHGOpMaLiMHOro NoLwyKy Ha Temy KibepHeTUUYHOT b6e3nekun (geTanbHa

iHpopmaLia byae B ryrn-knaci).

MepeniviTb pecypcu, AKi BUKpUBaOTb ge3iHdopMaLinHi KamnaHii pd

CemiHapcoKe 3aHamms 7. KibepHemuyHa 6e3neka, Kibep3azpo3u ma Kibep3axucm

1.

MoHATTA KibepHeTMyHOi 6e3neku. [lligxoaM [0 BU3HAYEHHA KibepHeTUYHOi 6esneku.

CnisBigHOWeEHHA TepMiHiB «Kibepbe3sneKa» Ta «iHpopMaLiiHa 6e3nekay.

2. KibepnpocTip Ta iHpopmaLinH1it NpocTip: KpUTepii po3merKyBaHHS.

3. 06’eKTi Ta cyb’ekTn 3abe3neueHHn Kibepbesnekn.

4. 3arpo3su Kibepbesneui Ta 3arpo3u KPUTUYHIN iHPpacTpyKTypi. Toukn nepetuHy. KibepanounH Ta

Kibep3/NoUMHHICTb.



5. MNpioputeTn Ta Hanpsmu 3abe3nevyeHHs Kibepbesnekn YkpaiHu.

6. HauioHanbHi cTpaTerii Kibepbe3sneku iHWKWX KpaiH (4eKinbKa AONOBIAEN NO CTPATEriaM pPi3HMX
KpaiH).

3a80aHHA Ha CPC

Kopensauis 3arpo3s KibepHeTuyHi 6e3nedui i3 iHbopmMaLinHMMM 3arpo3amm NOAMHI, CYCMiNbCTBY Ta
OEprKaBi.

CemiHapcbKe 3aHAMMA 8. 3a2po3u 8 iHpopmayiliHili cgpepi

1.OCHOBHIi BU3HAUYEHHA NOHATTS «3arpo3a». BusHaueHHs i gxepena iHpopmauinHmx 3arpos.
2.Knacudikauis iHbopmaLinHMX 3arpos.

3.3arpo3u iHpopMmaLiliHii 6e3newi NtOANHMN.

4.3arpo3u iHbopmauinHin 6e3newi cycninbcTaa.

5.3arpo3u iHpopMmalLiliHii 6e3newi aeprkasu.

6.3arpo3su 6e3neui iHpopmauii. OCHOBHI 3arpo3un A4OCTYNHOCTI, LiNiCHOCTI Ta KOHIAeHUiMHOCTI.
7.Ty4Hi npMKnagmn nopyweHHs iHbopMaLinHoT 6e3neku.

3ae0aHHsa Ha CPC: npuKknagm 3arpo3 A0CTYNHOCTI Ta LinicHOCTi iHpopmaLii.

CemiHapcbKe 3aHamms 9-10. 3axucm nepcoHANbHUX OAHUX Md 3aXucm npusamHocmi
3micT Ta 06cAr NOHATTA «MepcoHaNbHI AaHI».

«YyTAnBi» NepcoHanbHi gaHi Ta ix 0b6pobKa.

Joctyn o nepcoHanbHUX AaHUX.

PO3BUTOK ysiBNEHb NPO NPABO Ha NPMBATHICTb (NPUBATHE KUTTA) Ta 3aXUCT NPUBATHOCTI.
CknagHoLLi BU3HAaYEHHA NOHATTA NPUBATHOIO XUTTA.

OcHoBHi KaTeropii Ta TepMiHu B cdepi 3aXMCTy NePCOHANbHUX AaHUX.

OpraHiszaLia 3axmMcTy NnepcoHaNbHUX AaHUX.

MiXXHapOaHiI aKTK i3 3aXMCTy NePCOHaANIbHUX AAaHUX Ta 3aXUCTY NPUBATHOCTI.

BiTYN3HAHI HOPMATUBHO-NPABOBI aKTU i3 3aXUCTY NEPCOHANbHUX AAHUX Ta NPUBATHOIO XKUTTA.

WoN v P WNPE

3as0aHHsa Ha CPC: npobaemun 3axmMcTy NpaBa Ha NPUBATHICTb KOPUCTYBAYiB iHTEPHETY.

CemiHapcbKe 3aHAMmmsa 11. 3axucm npueamHyocmi 8 mepexci
1. Pu3MKM NpMBATHOCTI B iIHTEPHETI.

2. 3axucT NpaBa Ha NPMUBATHICTb KOPUCTYBaAYiB iIHTEPHETY.

3. HanawTyBaHHA NPUBATHOCTI B NOWMpPeHMX bpay3sepax.
4

Ocob6mnBOCTI CNiNKyBaHHA B COLiaIbHUX MepeKax Ta NpaBuaa INCTYBAHHA €1EKTPOHHO
noLiToto.

5. [OM1cKycif: Yn MoXKAMBO 3a6e3neymTi NPMBaATHICTb B iHTEPHETI?

3as0aHHA Ha CPC: npobnemun 3ax1CTy NpaBa Ha NPUBATHICTb KOPUCTYBaYiB iIHTEPHETY.

CemiHapcbKe 3aHammsa 12. MaHinynaayii ceidomicmio
1. TOHATTA Ta O3HAKM MAHINYIOBAHHA.
2. MigrotosKa Ta peanisalia maHinyaauin.
3. Mpuinomu (TEXHIKKM, TEXHONOTIT) MaHiNyOBAHHA iIHAMBIAYaNbHOO CBIAOMICTHO
4. Mpuitomu (TEXHIKK, TEXHONOTIi) MaHiNytOBaHHA MACcOBOO CBIAOMICTIO



5.
6.

MaHinynauii B peknami.
MaHinynsauji B iHwWunx chepax.

CemiHapcoKe 3aHamma 13-14. IHcalioepcmeo ma coyianbHa iHXceHepia

1.

2.
3.
4
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CoujianbHa iHXeHepia Ta coLiaNbHi XaKepu: 3MIiCT NOHATb.

MeToam couianbHOI iHXeHepil.

ANropuUTM COLLIOTEXHIYHOT aTaKu.

TUNU coujoiHXeHepHUX aTaKk Ta MPUKNAAW peani3oBaHMX aTtak (aHani3 cmiTTa; ocobucTicHi
niaxoam; peBepCcMBHA CoLUiaNbHa iHKeHepia; QilUNHT, BIlLMHT, CMIWIKWHF, apMiHT Towwo. MorKHa
AeKinbka gonosigein).

MpuKNagm couianbHOro NporpamyBaHHS.

IHcangepcTBO Ta iHcagepun. Buam iHcaigepis.

3aranbHi peKomeHaaLii Woa0 3aXUCTy Bif iIHCANAePCbKUX BUTOKIB iHGOpMaLlii.

[xepena iHcanaepcbkoi iHpopmauii (npuknaam).

3a80aHHsa Ha CPC: npobnemun 3axmMcTy NpaBa Ha NPUBATHICTb KOPUCTYBAYiB iHTEPHETY.

CemiHapcbKe 3aHammsa 15-16. IHgpopmayiline npomubopcmeo. IHhopmauiliHa 36pos
1.
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13.

OcHOBHi NoHATTA iHbopPMaLiMHoro npoTnbopcTea: iHbopmaLiliHi NpoTMHOpPCTBO, BilHa,
TEPOPM3M, 3I04YNHHICTb.

IHbopmaLiliHe npoTnbopcTBO AK dopma 3abesneyeHHs iHbopmaLiliHOT 6e3neku
Br3HauyeHHA Ta KOHLEeNWiA iHhOpMaLiAHOI BiHM

OpraHu Ta oCHOBHI dopmun iHPOpPMaL,iAHOIT BiMHM

Bu3HaueHHsA, ocobamBocCTi Ta chepa 3acTocyBaHHSA iHGoOpMaLinHOT 36poi
IHpopmaLiliHa 36p0osi BOEHHOTO Ta HEBOEHHOTO 3aCTOCYBAHHSA

Oco61MBOCTI, L0 XapaKTeEPU3YOTb OCHOBHI pUCK 3aCTOCYBaHHA iHPpopmaLiliHOi 36poi.
3axoam, cnocobu Ta dopmm BeaeHHs iHpopmaLiiHoi 6opoTbbun

3MiCT NCUXONOTiIYHMX onepaLin Ta ePEKTUBHICTb NCUXONOTIYHOIO BNINBY B HUX

. Dopmm ncmMxonorivyHoi BiNHW.
. CyTHicTb Ta 3aBAaHHA cneuianbHMX iHdopMaLiMHMX onepauin.
. Bugu CIO (cnpsimoBaHi NpoTh cy6’eKTiB, AKi yXBaNtolOTb PilLEHHA; CNPAMOBaHI Ha

KOMMNPOMETAL,i0, 3aBAAHHA LWKOAM ONOHEHTaM; CNPAMOBAHI HA NONITUYHY (EKOHOMIYHY)
pecrtabinisauiiio).

Metoan ClO: pesiHbopmyBaHHA; nponaraHAa; AaumBepcudikauia cycninbHoOi  cBiAOMOCTI;
NCUXONOTIYHUIM TUCK; PO3NOBCIOAKEHHSA YYTOK.

14. NpakTnuHmin gocsig nposeaeHHs ClO (gonosiai 3a pisHumu CIO).

3as0aHHsa Ha CPC: ocHOBHiI popmun iHpopmaLiMHOI BiNHM Ha AeprKaBHOMY PiBHi

MexaHi3m peanisay,ii ICMX0i0riYHOro BNANBY. 3aKOHOMIPHOCTI MCUXOJIOTIYHOrO BMNANBY

MopisHanTe ClO, AKi NpoBOAATLCA HA MAKPO- i MiIKPOPIBHi.

CemiHapcoKe 3aHamms 18. ModyabHa KOHMpoasHa poboma

CemiHapcbKe 3aHamms 18. 3anik

CamocrTiiiHa poboTa cTygeHTa

CamocTiliHa poboTa 3506yBaya BO B pamKax OCBITHbOTO KOMMOHEHTY BKNHOYAE KOMMIEKC TEMATUUYHUX

NUTaHb A4AA PO3AYMIB i NPAaKTUYHUX 3aBAaHb, CIPSMOBAHMX Ha CaMOKOHTPO/Ib 3HaHb Ta OpraHisauito

CaMonNiAroToBKM CTYAEHTIB B PaMKax KOXHOMO 3 MPaKTUYHMX/CeMiHAapCbKMX 3aHATb i nepepbavae:



NiAroTOBKY A0 ayAUTOPHUX 3aHATb, NiArOTOBKY 40 MOAY/IbHOI KOHTPOJIbHOI PO6OTH, NiArOTOBKY A0 3a/liKy.

Ne CamocTinHa poboTa CTyaeHTIB Kinbkictb
3/n roguH
1 MiarotoBKa A0 aygUTOPHUX 3aHATL 56
2 MiarotoBKa A0 CKAaAaHHA MOAY/IbHOT KOHTPOJIbHOI POb0OTH 4
3 MigrotToBKa 40 3aniKy 6
Bcboro 66

MoniTnKa Ta KOHTPO/Ib
7. MoniTMKa HaBYaNbHOI AUCUUNANIHU (OCBITHBOrO KOMMOHEHTA)

Cuctema OUiHIOBAHHA OpiEHTOBAHA Ha OTPUMaHHA 6aniB 3a 3aCBOEHHA TEOPETUYHWUX 3HATb, PO3BUTOK
NPAKTUYHUX YMiHb Ta HABWUYOK, @ TAKOX Ha CTMMYOBAHHA aKTUBHOCTI 3400yBadiB. BiTaeTbcs BifbHe
BUC/NIOBAIOBAHHA 3400yBaYyaMn CBOEI MO3MUji WOAO0 NUTaHb, SKi PO3rAAalOTbCs Ha 3aHATTAX, Ta
CaMOCTIiHWIA NOWyK AoAaTKoBOI iHdopmauji. 3406yBadyi MOXKYTb iHILilOBAaTM BHECEHHA OKpemMux
NUTaHb/TEM A0 PO3rNAAY Ha 3aHATTAX.

OcHOBHi maTtepiann abo nocuMaaHHSA Ha maTepiann UM pecypcu, NOTPIOHI ANAa BMBYEHHA HaBYasbHOI
Ancumnaiim, po3miuytotbcs y Google class. MaTepiann un pecypcu ana goaatkosoro/nornnbaeHoro
BMBUYEHHA OKpPeMWX MuTaHb pPo3miulytoTbcas Ha Google-aucky Ta/abo 3HaxoaaTbca 3406yBavamu
CaMOCTIlHO, L0 3abe3neYye po3BUTOK HAaBMYOK MNOLLYKY iHGOpPMaLii Ta il KPUTUYHOTO aHaniy.

3aHATTA NPoBOAATLCS Y CUMHXPOHHOMY pPeXKMMi. Y pasi noripweHHA 6e3neKoBMX YMOB YM MACOBUMM
nepeboaMU 3 eNEKTPOKMBAEHHAM MOXK/INBO NepeBeAeHHA 3aHATb B ACUHXPOHHUIN PEXKUM.

MpoTepmiHOBaHi CamMOCTIiHIi poboTK y dOopMi BiAKPUTUX MUTAHb He BiANPaLboBYyOTbCA. MOXKAMBO
OTpMMaHHA 6aniB 3a BUKOHAHHA NPOTEPMIHOBAHMX KOHTPOJIbHMUX 3aXOAiB, AKWO BOHM MPOBOAWNINUCL Y
bopmi 3aKpUTUX TECTiB (Y TaKOMY pasi A0CTYN A0 TecTy HaZAETbCA B iIHAMBIAYaNbHOMY NOPALKY).
Cnocobu niksigauii 3aboproBaHocTel, fAKi BUHUKAM 4epe3 MeBHi ¢Popc-MaxKopHi obcTaBuHY,
06roBOpPHOOTLCA B iHAMBIAYAIbHOMY MOPAAKY.

3acobu KomyHiKawii
KaHanamu 3B’A3Ky €:
e ryrn-knac (martepianu, 3aBgaHHs, 3arasbHi OroNoOWeHHsA);
e ZOOM-KoHdepeHUii (KoHcynbTauii);
e Tenerpam-4art (3aranbHi OroNoLWeHHA, MUTAHHSA, 3BOPOTHUI 3B'A30K);
e NOBIAOM/IEHHA B Tenerpami (0cobuCTi NUTaHHA);

e TenepoH (066-360-6416) (TepmiHOBI, HaranbHi MNWUTAHHA, SAKi HE3Py4YHO BMpIlIYyBAaTU B
MeceHaxKepi);

e nowrTa: evgarS5@gmail.com (pe3epBHUI KaHan 3B'A3Ky).

Mpoueaypa OCKapKeHHA pe3y/bTaTiB KOHTPO/IbHMUX 3aX0AiB
3p06yBavi (iHAMBIAYaNbHO YK FPYNOK) MAtOTb MOXKAMBICTb NOPYLINTU ByAb-AKe NUTAHHSA, AKE CTOCYETLCA
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npoueaypu NPoBeAeHHA YM OLiIHIOBAHHS KOHTPOJIbHUX 3aXO0AiB, i PO3paxoByBaTU Ha HeynepeaKeHUn
noro posrnsg,

KaneHgapHUii KOHTPOb
MpomixHa aTecTauis 3400yBayiB AeHHOT GOpMM HaBYaHHA € KaNeHAapHUM KoHTposiem. MeToto
npoBefeHHA aTecTauii € NigBULLEHHA AKOCTI HaBYaHHA 3400yBayiB Ta MOHITOPUHI BUKOHaAHHA rpadika
OCBITHbOrO Npouecy 3506yBavyamu.

AKagemiyHa 406pOoYECHICTb Ta HOPMU ETUYHOT NOBEAIHKKU
MoniTMka Ta MNPUHUMNM aKageMiyHoi [0bpoYecHOCTi, HOPMKU eTUYHOI noBeAdiHKM 3400yBaviB Ta
BMKNaZauiB BM3HAYeHi y KogekKci yecTi HauioHanbHOro TexHIYHOro yHisepcuteTy YKpaiHM «KUiBCbKUM
NOJIITEXHIYHWUI IHCTUTYT imeHi Irops CikopcbKkoro». [letanbHiwe: https://kpi.ua/code .

PoboTa, y siKih BUSIBNEHO NOPYLIEHHA NPUHLUMMIB akaaeMidyHoi 4o06poYecHOCTi, He NPUMMAETLCA. 3a TaKy
poboTy 6anu aHy OKTbLCA.

Mpu BUKOpPUCTaHHI iHCTpymMeHTiB LI 3406yBayi matoTb BpaxoByBaTH "[OAITUKY BUKOPMUCTAHHA LUTYYHOTO
iHTeNekTy ana  akagemiyHoi gisnbHocti B KMl im.  Iropa Cikopcbkoro"  (po3mileHHs:
https://osvita.kpi.ua/node/1225), 30kpema Te, WO BUKOpUCTaHHA LUl Ana cTBOpeHHA BPaskeHHs, WO

3106yBay 3Hae binblle, HiXK € HacnNpasAi, € aKageMiYHUM NOPYLIEHHAM.

MoniTnKo ANcUMNAiHK 0,03BONEHO BUKOPUCTOBYBATM iIHCTPYMEHTH reHepaTnsHoro LI npu nigrotosui o
3aHATb Ta BUMKOHAHHI OKPEMMX 3aBAaHb 3 AMUCLUMNAIHW. Y TOW }Ke 4ac, 3400yBayvi MmatoTb Nam'atTati npo
0b6MeXKeHHs, NpuTamaHHi 6yab-akum cuctemam LUIL. 3006yBadi NOBUHHI cnpuiimaTty 3reHepoBaHuin LI
TEKCT KPUTUYHO, LLLO, OKPIM iHLOro, NOTPebye AOCTaTHLOrO A8 BUABNAEHHA MOXKANBUX MOMUNOK LU piBHA
po3yMiHHS maTtepiany 3go06ysayamu. KateropnyHo 3abopoHeHo B1aaBaTh areHepoBaHi LI maTepianu Ak
pe3ynbTaT BIaCHOT CAaMOCTiMHOT pob0oTM 6€3 NoAanbLIOro onpauoBaHHA, NepeBipKU Ta Bepudikauii.

3aBAaHHA, AKi NnepeabayaloTb BUKOPUCTAHHA Y Ballil BiANOBiAi TEKCTY 3 AKOroch (byab-aKoro) axkepena,
3aBXK/AM MaTUMYTb NPAMY BKa3iBKy Ha Te, LLLO TaKWIA TEKCT MOXKHa / Tpeba BUKOPUCTOBYBATH.

Y BCix iHWMX BUNagKax, HaBiTb SKLLO Ha LLbOMY NPSMO HE Haro/ioweHo, nepeAbavyaeTbca BAacHa BignoBsiab
3n06yBaYva. He nepenucyite 3 iHTEpHETY Ta He BUKOPUCTOBYMTE BiZiNOBiAi CBOiX Kosier — 6epexiTb cBOKO
penyTau,ito Ta BnacHi 6anu.

8. BuAu KOHTPO/110 Ta PEeUTUHIOBa CUCTeMa OLiHIOBaHHA pe3yabTaTtiB HaBuaHHA (PCO)

MOTOYHMIA KOHTPOJIb: Ppob0Ta Ha NPaAKTUUYHUX / ceMiHapCbKuX 3aHATTAX, MKP.
KaneHgapHM KOHTPO/Ib: NPOBOAUTLCA ABiYi HA CEMECTP AK MOHITOPUHT MOTOYHOIO CTaHY BUKOHAHHA
BUMOT cunabycy.

CemMecTpoBUIA KOHTPOb: 3aNiK.
PeilimuH2068a cucmema oYiHIOBAHHA

PenTuUHr cTyaeHTa 3 HaBYaibHOI ANCUMNAIHN CKNagaEeTbea 3 banis, AKi BiH oTpumye 3a:

Ne Bua pobotu Barosuii 6an| Kinbkictb Bcboro
3/n

1. BMKOHaHHA NOTOYHMX 3aBAaHb 6 10 60

2. [Jonosiai Ha cemiHapax / TecTu-BianNpaLtoBaHHA 3 4 12

3. | MKP (tect) 28 1 28



https://kpi.ua/code
https://kpi.ua/code
https://osvita.kpi.ua/node/1225

Bcboro 100

Kputepii oyiHoBaHHA cknagosux PCO T1a gopartkosa iHpopmauin
1. Po6oTta Ha ceMiHapCbKUX/NPaKTUUHUX 3aHATTAX:

1. BUKOHQHHA MOMOYHUX 30800Hb
MoToYHi 3aBAAHHA, B T.4. EKCNPeC-KOHTPOJIbHI, MNPOBOAATLCA 332 TEMOK MOTOYHOrO Yu
nonepesiHbLOro CemiHapiB. 3aBAaHHA Ta KpuUTepii ouiHOBaHHA orosolwyloTbea 6esnocepeaHbo nepen,

KOHTPONbHUM 3axo40M. MaKcMManbHa OLUiHKa cknaaae 6 6anis. KinbKicTb ekcnpec-koHTponis — 10.

3a2anbHi Kpumepii OYiHI8AHHA NOTOYHUX 3aBAaHb HACTYIHI.

- 6 b6aniB - NOBHa BIAMNOBIAHICTb YEK-IUCTY OLHIOBAHHA, BUKOHAHI BCi 3a4ayi 3aBAaHHS, CTYAEHTU
MOXYTb MOACHMUTM Ta OOrpyHTYBaTW BiANOBiAb, BiANOBICTM HA YTOYHIOWOYI NKUTaHHA — 90% Bifg
MaKcMmanoHoro 6any.

- 5 6anis - 3aBAaHHA BUKOHAHO Ha BUCOKOMY PiBHi, BUKOHAHI Mali»Ke BCi MYHKTU 3riAHO i3 YEK-INCTOM,
OOMNYCKAlOTbCA OKpemi BIiAXWMIEHHA 4YM HETOYHOCTI, AKi CTYAEeHT MOXKe BUNPaBUTM B MpPOLLeCi
06roBopeHHs — 75% Big MakcumanbHoro 6any.

- 4 6ann - 3aBAaHHA BWMKOHAHO Ha MiHIManbHO AOCTAaTHbOMY PiBHi 3rigHO i3 YEK-INCTOM, fKICTb
onpautoBaHHA MaTepianiB NPUNHATHA — 60% Big MakcumanbHoro 6any.

- 0 6aniB - HEBUKOHAHHI 3aBAAHHA.

2. [onoeidi Ha cemiHapax abo mecmu-8ionpayto8aHHsA
3 6anun * 4 ponosigi/Tecta = 12 6anis.
Ons piBHOMipHOro HabpaHHA 6aniB NPOTAroM cemecTpy CTyAeHTam AeHHOI GopMM HaBYaAHHA
peKoMeHAyEeTbCA niarotysaT 2 aonosiai/ 2 Tecta Ao nepuoi atecrtauii i 2 gonosigi/Tecta y apyrin
NONOBUHI CEMECTPY.

[onoBigb 3 npe3eHTaLi€l roTyeTbCA MO O4HOMY MUTAHHIO CEPEL, YNCNA BUHECEHUX HA CEMIHAP.
Kpumepii oyiHrosaHHs 0onosideli:

TecT-BignpaLOBaHHA FOTYETLCA B MEXKaX OAHOI0 CEMiHAPCbKOTOo 3aHATTA (12 TeCTOBUX NUTAHb, SKi
MOYTb OXOMNAOBATK BCi abo TiNbKM BMOpPaHi NUTAHHA cemiHap). Bumorn wopno tecris-sBignpautoBaHb
BMKAAEHI B ryrn-Knaci y posgini «3aranbHa iHdopmauia». MakcumanbHa ouiHKa 3a TecT — 12 6anis.

3. MoOynbHa KOHMpoabHa poboma
Barosuii 6an — 28. [poBoguTbCA HaNpuKiHUi cemecTpy Yy ¢opmi TecTyBaHHA. B TecTi

BMKOPUCTOBYIOTbCA 3aKPWUTI MUTAHHSA, KOXKHE 3 AKX OLiHI0ETbCA B 1 6an. AKwo 3a MKP HabpaHo meHwe
60% Big, MaKkcMmanbHoro 6any, BOHa BBAXKa€TbCA HE 3apaxXx0BaHOLO Ta OLiHIOETbCA B 0 Hanis.
OpieHTOBHI NUTaHHA ana niarotoskn o MKP HaBeaeHO B fogaTky A.

3aoxouvysanbHi 6anu
3aoxo4vyBanbHi 6anm HapaxoByOTbCA 3a:

NOBIAOMNEHHA Ha CeMiHAapPCbKOMY 3aHATTI 3a pe3ynbTaTaMM OMNpauoBaHHA HOBITHbOI HAayKOBOI
Nitepatypu — 4 6anu;
y4acTb B KOHbepeHLU,ii (3a TemaTnKow agucumunaibm) — ao 6 6anis.
nybnikauia ctatTi (3a TemaTnKoo aucumnaidn) — go 10 6anis.
ATecTauis 3406yBaviB AeHHOT GOPMU HaBUYaHHA NPOBOAUTLCA ABidi 3@ HaBYa/IbHMIN cemecTp (Ha 8

Ta 14 TXKHAX). 3006yBaY € aTECTOBAaHUM, SIKLLO MOro NMOTOYHWIA PENTUHT CKNAAAE HE MEHLIE NONOBUHM
MaKCMMaNbHO MOXAMBOro 6asy Ha MOMEHT BUCTaBNAeHHA aTecTauii. OpieHTOBHI MaKCMMabHi 6ann Ha



MOMEHT nepLioi Ta gpyroi atectauii - 30 Ta 70 signosigHo.
MakcumanbHa cyma 6anis 3a cemectp — 100.

Ona oTpMaHHA 3aniky 3 HaBYabHOI ANCUMMAIHX NOTPIOHO MaTK PENUTUHT He MeHLW Hix 60 6anis.
3p06yBavi, AKi HaNPUKIHLI cemecTpy MaloTb pernTUHN meHwe 60 6aniB, a TAKOXK Ti, XTO Xo4e NiaABULWUTH
ouiHKY y cuctemi ECTS, nuwyTb 3anikosuii TecT. Mpun ubomMmy nonepeaHii PEUTUHT CTYAEHTA 3 HaBYa/IbHOI
ANCUMNNIHM CKACOBYETLCA i BiH OTPUMYE OLLIHKY 3 YpaXyBaHHAM pe3ynbTaTiB 3a71iKOBOro TeCTy.

3anikoBuit Tect MictUTb 50 3aKpUTMX NUTaHb, AKi GOPMYANIOOTbCA Ha OCHOBI MaTepiany,
PO3rAAHYTOro Ha NeKLiax Ta cemiHapax. OpiEHTOBHI NUTaHHA ANA NiIATOTOBKM A0 3a/1iKOBOT KOHTPO/bHOT
poboTn HaBegeHOo B pofaTky A. OgHe NUTAHHA TecTy OLUiHIETbCA Yy 2 6ann, BMKOHAHA 3a/ikoBa
KOHTpO/IbHa poboTa - 60% BipHO BUKOHaHUX TECTOBUX 3aBAaHb. MaKkcumasibHa OLiHKa 33 3a1iKoBUIA TecT
cknagae 100 6anis.

MigcymKkoBa ouiHKa POpPMYETLCSA LWNAXOM NepeBeaeHHs cymun 6aniB, OTPUMAHMX 3a BCi BUAKN POOIT:
Tabnuus BignoBigHOCTI penTUHroBMx 6aniB OLiHKaM 3a YHIBEPCUTETCbKOLO LLKaAoto:

DopatkoBa iHdopmauia 3  gucumnniHm  (OCBiTHbOro
KoMnoHeHTa) OHNAlH-Kypcu

[ANCTaHLUiiHe HaBYaHHA Yepe3 MNPOXOAMKEHHA CTOPOHHIX OHNAMH-KYPCIB 3@ TEMATUMKOK AUCLMNAIHU
OOMNYCKAETbCA 33 YMOBW NOroAKeHHA i3 BUKnagadem. MNpu npen’aneHHi ceptnudikaty Npo NPOXoarKeHHn
Kypcy Ta Moro nporpamu 3406yBavyy MOXKyTb OyTW 3apaxoBaHi 6anu 3a BUKOHAHHA MEBHUX NOTOYHMUX
3aBAaHb. [1pn LbOMY KOHTPO/IbHI 3aX04M 3 AUCLMUNAIHM BUKOHYIOTLCA HA 3arasibHUX NigcTaBax.

Leski oHAaliH-Kypcu 3a memamukoro QUucyunaiHu:
IHbopMmauiiHa 6e3neka https://prometheus.org.ua/course/course-
vl:Internews+INFOS101+UA 2021 T3 (4 roa. Bigeo)

IHpopmaLUiliHa ririeHa. AK po3ni3HaTM 6pexHio B couMepe’kax, B iHTEepHeTi Ta Ha TenebayeHHi —
https://courses.prometheus.org.ua/courses/course-vl:Prometheus+IH101+2021 T3/about (1,5 kp, 4

roa. sigeo).

NesiHbopmauin: BMAN, IHCTPYMEHTM Ta cnocobu 3axmcry -
https://courses.prometheus.org.ua/courses/course-vl:Prometheus+DISINFO101+2021 T2/about (4

roa).

LUndppoBa 6e3sneka Ta KOMyHiKauis B OHNahHi — https://vumonline.ua/course/digital-security-and-

communication-online/ (0,2 kp, 6 roa)

3axm1CT NepcoHanbHUX gaHux — https://study.ed-era.com/uk/courses/course/371/NaN (15 roa.)

3axuCT nepcoHanbHUxX AgaHux. CneuianizoBaHWin Kypc A8 AeprKaBHMX cayxbosuis — https://study.ed-
era.com/uk/dashboard/course?userCourseld=328870#!372 (6 roa).

daKTyek: O0BipAn-nepesipAaM - https://courses.ed-era.com/courses/course-v1:VOXU-
EdEra+FactCheck101+2018/about (15 roa.)

IHKNO3MBHE HaBYAHHA

HaByanbHa AUCUMNIIHA MOKe BUKNAAaTUCA ANA BCiX 3400yBayiB 3 0CO6AMBMMM OCBITHIMM noTpebamu. Y
pasi noTpebu 3aBAaHHA MOXKYTb BYTM CKOPUTOBaHI.


https://vumonline.ua/course/digital-security-and-communication-online/
https://vumonline.ua/course/digital-security-and-communication-online/
https://study.ed-era.com/uk/courses/course/371/NaN
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Po6ouy nporpamy HaBuyanbHOI gucuunainm (cunabyc):

CKknageHo: aoueHTOM Kadeapwu Teopii Ta NPaKTUKKM yNpaBAiHHA, KaHanaaTom $ifiocopCbKMX Hayk,
AouUeHTOM

ApxunoBsoto €sreHieto OneKcaHapPiBHOWO
YxBaneHo kadpeapoto Teopii Ta NPaKTUKK ynpasaiHHA (npoTtokon Ne 15 sig 07.06.2024 p.)

Noroa)xeHo MeToaMUYHO KOMicieto daKynbTeTy couionorii i npaBa (npoTokon Ne 9 Big 26.06.2024 p.).

AopaTtok A

OpieHTOBHUI Nepenik NUTaHb ANA NIArOTOBKM A0 MOAY/IbHOIO Ta NiACYMKOBOro KOHTPOJIIO
3 gucumnninm “OcHosu iHpopmauinHoi 6e3nekn”

1. Po3KkpuinTe cyTHiCTb iHGOpMaLiMHOT 6e3neKkn AK CKNaf0BOI HaLiOHaNbHOI He3neku.

2. TloACHITb, y YOMY NONAra€e akTyanbHICTb iHGOpMaLiMHOT 6e3neKkn B Cy4acHOMY CyCninbCTBi.

3. Bu3HauTe OCHOBHI HanpAMK iIHPOPMaLLIAHOT NONITUKKN YKpaTHU. [laTe KOPOTKY XapaKTEPUCTUKY Ti
HOPMaTMBHO-NPABOBOro 3abe3neyeHHs.

4. PO3KpUNTE NOHATTA HaLlioHabHOro iHpopmaliiMHoro cyBepeHiTeTy. Ha3BiTb iIHCTPYyMEHTH, sKi

MOYTb BUKOPUCTOBYBATUCA A/1A MOro 3abe3neyeHHs.

OxapaKTepusyiTe Niaxoamn A0 BU3HAYEHHSA NOHATTA iHPpopmalii. Ha3siTb BMAKM iHbopmalil.

MoACHITb 3MicT aTPUOYTUBHOI Ta PyHKLiOHaNbHOI KoHUenLji iHpopmaLii.

Po3KkpuitTe eTanu *KUTTEBOTO LMKAY iHDOpMaLi.

MoACHITb NiaxoAn 00 BU3HAYEHHSA LLIHHOCTI iHpopMmalLiii.

Hasegitb Knacudikauito iHpopmalii 3a BUgamu, 3a NOPALKOM AOCTYNY, 33 CTYNEHEM CEKPETHOCTI.

10. OxapakTepu3ynTe CyTHICTb Ta 3HAYeHHA iIHGOPMALNHMX PEBONIOLIA ANA PO3BUTKY NOACTBA.

11. Bu3HauTe, y YoMy NonArae rnobanbHUM XxapaKktep iHbopmaTtmsalii.

12. laiiTe 3aranbHy XapaKTepUCTUKY KOHLenLii iHbopmauinHoro cycninbCTaa.

13. OxapaKkTepusyinte 0CHOBHI pMcK Ta Npobaemm cydacHoro iHpopmaLiMHOro cycninbCcTBa.

14. Ha3BiTb OCHOBHIi p1cK Ta TEHAEHLI PO3BUTKY CYCMinbCcTBa 3HaHb. MopiBHANTE MOro 3
iHbOpMaLIMHMM CYCNiNbCTBOM.

15. Bu3HauTe cyTHiCcTb Ta HaBeAiTb Knacuodikauito iHdopmaLinHMX 3arpo3. Buokpemte 3arposu, ki
XapaKTepHi came AnA cydacHoro iHdopMaLiMHOro cycniibCcTBa.

16. JainTe KOPOTKY XapaKTePUCTUKY 3arpo3am iHpopmauiiHoi 6e3nekn NIANHK, CycniabCTBa Ta
OeprKaBu.

17. NopiBHAlTe NoHATTA “IHPOpMaLinHa 6e3neka”, “6e3neka iHpopmalii”, “KibepHeTMYHa 6e3neka”.

L oo NOW;

18. HasBiTb cknapoBi iHbopmauinHoi 6e3nekn. Po3KpuitTe coujianbHi acnektn iHpopmauiiiHoi 6e3neku.

19. Po3KpuinTe OCHOBHI BlacTMBOCTI iHpopMaLii AK 06'eKTy 3axmcTy.

20. Bu3HayTe CyTHicTb KibepHeTMyHOi 6e3nekn. HasBiTb nNpiopuTeTHI Hanpamn 3abe3neyeHHs
Kibepbe3neKkn B YKpaiHi.

21. Bu3sHauTe 3MmicT Ta KpUTepii po3mexkyBaHHA KibepnpocTopy Ta iHdopmaLinHoro npocTopy.

22. MNoACHITb 3MICT NOHATbL “Kibep31o4nH” Ta “Kibep3noYNHHICTL”.

23. Po3KpuiiTe CYTHICTb NEPCOHA/IbHUX AaHUX Ta 3aXMUCTY NPUBATHOCTI. [TOACHITb CNiBBiAHOLWEHHS
NoHATb “nepcoHanbHi AaHi” Ta “KoHPigeHuUinHa iHpopmauis”.

24. Po3KpuitTe npaBa Ta 060B'A3KM cyb'eKTIB BiAHOCKH, NOB'A3@HMX i3 NEPCOHANbHUMM AAaHUMMU.
MoACHITb BUMOTK 40 06POB6KN NEPCOHANBHUX AAHUX.

25. PO3KpuitTe 3MICT NOHATb «NPMBATHICTbY». BU3HauTe cnekTp npobaem 3axmcTy NpuBaTHOCTI.

26. [laliTe BU3HAYEHHA NOHATTA “MaHinyntoBaHHA”. Ha3BiTb O3HAaKM MaHiNyAtOBaHHA.

27. OxapaKTepusyiTe NnpoLec NiaroToBKM Ta peanisauii maHinynauin.

28. PO3KpuitTe CyTHICTb Ta HaBeAiTb NPUKAAAMN BUKOPUCTAHHA TEXHOJOTiA MaHiNyt0BaHHA CyCNiNIbHOO
cBigoOMiICTIO.



29.

30.

31.

32.

33.
34.
35.
36.

37.
38.

Po3KpuiiTe CYTHICTb Ta HaBeAiTb NPUKNAAM  BUKOPUCTAHHA TEXHONOTIM MaHiNytoBaHHA
iHOMBIAYaNbHOK CBIAOMICTIO.

MoACHITb 3MiCT NOHATL “coujianbHa iHXKeHepis” (AK meTog oTpMMaHHA iHbopmau,ii) Ta “couianbHi
XaKepu”, po3KpuinTe anropuTm peasisauii CoLioTexHiYHOT aTaKku.

OxapaKTepusyiTe METOAN coLiaNbHOI iHXeHepii. Po3kpuinTe Knacudikaliio Ta HaBeaiTb NPUKNaam
COUOIHXKeHepHUX aTak.

MOACHITb CYTHICTb Ta MeXaHi3MM 3aXUCTY Big QILLMHTY, BILLWHTY, CMILLMHTY, GapMiHTYy.

PoskpuiiTe 3micT noHaTTA “iHcaligepcTBo”. OxapakTepusyite BMAamM iHcanaepis.

Po3KpuiiTe 3micT NOHATb iHpopMaLiiHe NpoTMHopPCTBO, iHGOPMaL,ifHa BiNHA, iIHPOpMaLiiHa 36poA.
[anTe BU3HAYEHHA, OXapaKTepu3ynTe Buamn Ta ocobamsocTi iHpopmaLiiHoi 36poi.

MOACHITb CYTHICTb | 3a4a4i cneuianbHUX iHpopMaLiliHi onepaLii. AprymeHTynTe Bignosigb
NpUKNagamm.

PosKpuitTe TEXHOOTiO NPOBEAEHHA creLjianbHUX iIHhOopPMaLMHMX onepaLiid.

MoACHITb CYTHICTb Ta 0COBANBOCTI riBPUAHOT BiliHM.



