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lMocunaHHa Ha ducmaHuiliHUl pecypc HAOAEMbCA HA Nepwomy 3aHAMmj

Mporpama HaB4YaNbHOI AUCLUNIHMN

1. Onuc HaBYanbHOI AUCLUNAIHW, iT MeTa, NpeaMeT BUBYEHHSA Ta pe3y/IbTaTU HaBYaHHA

Kypc «Texnoso2ii OSINT 6 coyionoziyHux 00cAi0HCeHHAX» CNPSAMOBAHUL HA 8UBYEHHS Memodi8 360py,
aHanidy ma iHmepnpemayii gidkpumux O0dxcepesn iHgopmayii 045 nposedeHHss docaidxiceHb ma
nputinsamms piweHs y coyiaavHux Haykax. OSINT (Open Source Intelligence) € kKpumu4Ho 8axcaugum
IHcmpymeHmom 0451 aHaAi3y 0aHux, siki docmynHi 3 gidkpumux dicepesa, makux sik media, coyianbHi
Mepedci, nyoaiuHi 6a3u daHux, ogiyitiHi 38imu mouwjo.

Mema HaguaabHOI ducyunaiHu — Hag4yumu cmydeHmie memodam eheKmu8H020 BUKOPUCMAHHS
gi0kpumux 0aHux 045 OMPUMAHHA KOPUCHOI iHopmayii ma po3euUmMKy HABUYOK KPUMUYHO20
aHai3y 3 BUKOPUCMAHHAM CYYACHUX YUPPOBUX MEXHO.102il, a makox OopMy8aHHs y cmydeHmie
KOMN/EKCY 3HAHb, YMIHb MA HABUYOK, HeobOXidHux 04151 pobomu 3 gidkpumumu Jdxcepeqamu
iHgpopmayii 8 koHmekcmi coyiosoeiyHux docaidxceHb ma avaaimuku. CmydeHmu 3MOXHCyMb
Hag4umucsi epeKmueHoMy 8UKOPUCMAHHIO IHCMpYyMeHmie 015 360py, 06pobKu ma aHai3y daHux 3
gldkpumux dxcepes, Wo cnpusmume ix npogecitiHoMy po38uUmky 8 2a/1y3i cOylalbHUX Hayk ma meoia-
aHasisy.

IIpedmem Hag4aabHOI ducyunaiHu. Kypc noedHye 6 cobi meopemu4Hi ma npakmuyHi acnekmu, wo
00380/151€ CMydeHmam Hag4umucsi 8UKOPUCMo8y8amu cy4yacHi iHcmpymenmu 015 36o0py, 06pobku ma
aHa.i3y daHux 3 eidkpumux dxceped.

KomnemenmHocmi, ski Ha6y8ambucsi nid Yac 6U84YeHHs ducyunaiHu:



1. 3azanbHa KomnemeHMHiCMb:

o 3K 01. 30amHicmb do abcmpakmHo20 MUC/AEeHHS, AHAI3y ma CUHME3Y.
2. daxosi (npedmemHi) KomnemeHmMHocmi:

o @K 01. 3damuicmb aHasnizysamu coyianbHi sgeuwia i npoyecu.

o @K 04. 3damuicmb 36upamu ma aHaaizyeamu emnipuyvHi daHi 3 8UKOPUCMAHHAM
cyyacHux memodis coyios02iuHux docaidxiceHv.

o ©®K 11. 3damuicmb 3dilicHoeamu aHaaiz eidkpumux Oxcepen daHux (OSINT),
aHanidysamu  AKICHy — IHopmayiro,  mekcmosi  daHi,  8ukopucmosysamu
IHmesekmyaabHull aHa.i3 015 coyiasbHUX OAHUX.

IIpoecpamHi pe3ysemamu HA8YAHHA:

e [IPH 01. AHasaizysamu coyianbHI s8uwa i npoyecu, 8UKOPUCMO8yvU emnipu4Hi daHi ma
CyydcHi KoHyenyii i meopii coyios02ii.

e [IPH 04. 3acmocosysamu HAyko8i 3HaHHS, COYI0/102IYHI mMa cmamucmuyHi memoou, yugpposi
mexHo.10eii, cheyiasizosaHe npozpamHe 3ab6e3neveHHs1 0151 p0o38°3yY8aHHSI CKAAOHUX 3a0ay
coyionozii ma cymincHuUXx 2asy3et 3HaHb.

e [IPH 05. 3dilicHloeamu nowyk, aHa.aidysamu ma oyiHweamu Heob6XidHy I[Hgopmayio 8
Haykoeil simepamypi, 6aHKax daHux ma iHWux dxcepeaax.

e [IPH 12. 3diticHtoeamu aHani3 eidkpumux Odxcepen davux (OSINT), aumasnizysamu siKicHy
iHgpopmayito, mekcmosi daHi, sukopucmosysamu iHme1eKmyaabHUll aHaai3 0451 coyianbHux
daHux.

2. MpepeKsi3nuTK Ta NOCTPEKBI3UTU AUCUMNANIHU (Micue B CTPYKTYPHO-NOTIUHIN cxemi

HaBYaHHA 3a BiANOBIAHOO OCBITHLOIO NPOrpPamoto)

Ilpepekegizumu. /Jina ycniwHozo eus4yeHHs1 ducyuniiHu «Texnonoeii OSINT e coyiosoziuHux
docaidxceHHsX» 3006y8avam oceimu Heo6xi0HO Mamu 3HAHHS MA HABUYKU 3 QUCYUNJIHU:

1. Mosu npozpamyeanHsi R ma Python 8 cmamucmu4yHux 06YUC/AEHHSAX - 3a6e3nevye
MeXHIYHI HABUYKU NPO2PAMYB8aHHS, He0OXIOHI 0151 pobomu 3 daHUMU Y 8I0KpUMUX dxcepeax.

llapanenvHo onanosyemucsi «Texnonozii OSINT 6 coyiosnoziyHux 00CAIOHCeHHSAX» 3 HACMYNHUMU
0C8IMHIMU KOMNOHEHMaMmu:

1. AHani3 8esukux daHux ma wmy4vHuil iHmeseKkm - 00380.15€ 2Aubule po3susamu HagUYKU
pobomu 3 8eAUKUMU MACUBAMU OAHUX, SIKI MOXCYymMb 6ymu 3i6paHi 3 idkpumux dxcepeu.

2. Haykoeo-docsaidHa po6oma 3a memoro Mmazicmepcbkoi ducepmayii — ompuMaHi HABUYKU
ma 3HaHHA 3 OSINT moxcymv 6ymu eukopucmaui nid 4ac 8UKOHAHHS 00CAI0NCeHb 045
MazicmepcbKkoi ducepmayii.

Ilocmpeksgizumu. Ilicas 3aeepwenHs kKypcy «Texnonozii OSINT 6 coyionoeivHux 00CAi0HCEHHSX»
3do6ysaui ocgimu 3MoxCymb Npodo8x}cuUmMuU HA84aHHS ab0 8UKOHyeamu JoCAIOHUYbLKI 3a80aHHS 8
MexHcax 0c8IMHb020 KOMNOHeHMa:

3. BuKoHaHHA Mazicmepcbkoi ducepmayii — 3acmocysanus pesyabmamie OSINT-docaidxiceHb
0151 NpO2HO3YB8AHHS MA MOOE/N8AHHS COYiANbHUX NPOYeci8, npo8edeHHs AHAAIMUKU md iH.

Li ducyunaiHu popmyroms /102iYHy NOCAI00BHICMb HABYAHHS, WO CNPUSIE PO3BUMKY AHAJAIMUYHUX
ma docalOHUYbKUX KoMnemeHmHocmel 30o6ysauie oceimu.

3. 3MmicT HaBYaNbHOI AUCLUNAIHU

(] Tema 1: Bcmyn do OSINT
e BusHauenHs OSINT.



e Icmopis ma pozsumok OSINT.
e  EmuyuHi ma npasosi acnekmu OSINT.
o Ozs150 ocHogHuUX ddcepen IHPopmayii.

e Ilpakmuka: 3Hatiomcmeo 3 6a3zosumu iHcmpymeHmamu OSINT, nowyk iHgopmayii npo
ny6/1i4Hy 0coby.

Tema 2: Memodu ma incmpymenmu OSINT

e Memodosozisi npogedennsi OSINT-0ocaidceHs.
o Ozs50 nonyaspHux incmpymenmia OSINT.

o TexHiku sepugikayii iHgpopmayii.

e Ilpakmuka: Poboma 3 iHcmpymeHmamu 0151 nepegipku ropudu4Hux ocib, aHaaiz meHdepie
op2aHi3ayii.

Tema 3: OSINT y ki6ep6e3neyi
e Posb OSINT y Kibepbesneuyi.
e Memodu susieneHHs 8pa3ausocmeli 3a donomozoro OSINT.

e Ilpakmuka: Poboma 3 iHcmpymeHmamu 0451 aHaaizy domeHie ma IP-adpec, docaidxiceHHs
nomeHYyiliHux 3a2po3 0151 3adaHoi opzaHizayii.

Tema 4: l'eonokayis ma eizyaavHuii OSINT

e Memodu 8u3Ha4eHHs Micye3Hax00dHCeHHS 3a 8I0KpumMuMu OaHUMU.
e AHani3 306paxceHb ma gideo 8 OSINT.

e BukopucmaHHs cynymHUKo8UX 3HIMKie ma kapm.

e IIpakmuka: Po6oma 3 iHCmpymMeHmamu 2e0/10Kayii ma aHaaizy 306pajxceHb, 8U3HAYEHHS
Micye3Haxo0xceHHs 3a homozpadiero.

Tema 5: IIpocynymi mexHiku OSINT

e [Ipocynymi memodu OSINT (DARKINT, CROSINT).
e Asmomamusayis npoyecie OSINT.

e Maitieymne OSINT ma HO8I meHOeHYii.

e IIpakmuka: [flemoHcmpayisi asmomamusogeaHux iHcmpymenmie OSINT, po3caidyeaHHs 8
MeceHOxcepi Tenezpam.

Tema 6: CoyianvHi media sk dxcepeno OSINT

e Budu daHux y coyianbHux media.

e I[Hcmpymenmu 360py daHux 3 coyianbHux media.

e Emuuni acnekmu 360py iHgpopmayii 8 coyianbHux mepexcax.

e IIpakmuka: BukopucmaHHs iHcmpymeHmie aHani3zy coyianbHux media, cmeopeHHs1 npoiiio
0co6U Ha 0CHOBI 8I0KpUMUX OAHUX.

Tema 7: I[Ipasoei acnekmu ma emuka OSINT

e MixcHapodHi npagogi cmaHdapmu w000 8UKOPUCMAHHS 8I10Kpumux 0aHUX.

e [IpusamHicmb ma 3axucm ocobucmux daHux 8 OSINT.

o IIpakmuka: AHaxi3 keticie nopyweHHs1 npueamHocmi ma npas soduHu 8 OSINT-onepayisx.
Tema 8: Bukopucmautsi OSINT y po3caidy8aHHsX

e Memodu OSINT 045 po3caidysaHb y #cypHaaicmuyi ma npagooxXopoOHHUX OP2AHAX.



IIpakmuuHi keticu sukopucmaHHsi OSINT y midxcHapoOHUX pO3CAI0Y8AHHSIX.

IIpakmuka: [IposedeHHs1 MiHI-pO3CAI0Y8AHHS 3 BUKOPUCMAHHAM 810Kpumux dxiceped.

[l Tema 9: Bepudpikayisa ingpopmayii ma gpanrvcugpikayiss daHux

Memodu nepegipku docmogipHocmi iHgpopmayii.
BusesaeHHs gaabcugikayii daHux ma de3iHgpopmayii.

IIlpakmuka: BukopucmaHHsi iHcmpymeHnmie 045 eepugpikayii media-0aHuX, po3nisHaA8AHHS
Pelikosux HOBUH.

4. HasuyanbHi matepianu Ta pecypcum

Ba3oBa niteparypa:
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http://www.geo.univ.kiev.ua/images/doc_file/navch_lit/posibnik_Kononenko.pdf
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HaBYyanbHU KOHTEHT

5. MeTtoguKa onaHyBaHHA HaBYa/bHOI AUCLUNAIHU (OCBITHBOrO KOMMNOHEHTA)

5.1 Jlekyitini 3ausamms
1. Jlekyis 1: Bcmyn do OSINT

o OCHOBHI NUMAHHA:
*  BusuauenHsi OSINT.
*» Icmopia ma po3sumok OSINT.
»  EmuuHi ma npasosi acnekmu OSINT.
» 02s150 ocHosHuUX dicepe IHPopmayii.

o PekomeHdoeaHa nimepamypa:

= Hempel, L, & Topfer, A. OSINT: The Power of Open Source Intelligence.
Cambridge: Cambridge University Press.

» bBapabaw, 0. Cmpamezii nogediHku 8  KOHPAIKMHII  cumyayii.
[lionpuemHuymeo, 2ocnodapcmso i npaso, 3, 208-212.

2. Jlekyisa 2: Memodu ma incmpymenmu OSINT
o OCHOBHI NUMAHHA:
=  Memodosozisi nposedeHHsi OSINT-0docaidxrceHb.
»  02s50 nonyaspHux iHcmpymeumie OSINT.
» TexHiku sepugikayii ingpopmayii.
o PekomeHdoeaHa nimepamypa:

= Christensen, M. J. Open Source Intelligence Techniques: Resources for Searching
and Analyzing Online Information. 7th Edition. New York: Apress.

= boHdapenko, 0. 0., & Ilesuenko, 0. A. CoyiasnbHi media 8 cy4yacHuUx
iHpopmayitiHux sitiHax: moHozpagis. Kuie: HTYY «KIII im. 1. Cikopcbkozox.

3. Jlekyisa 3: OSINT y Ki6ep6e3neyi
o OCHOBHI NUMAHHA:
= Poub OSINT y kibep6e3neyi.
*» Memodu susiesneHHs1 8pasausocmeti 3a donomozor OSINT.
o PekomeHdoeaHa nimepamypa:

= Sullivan, ], & Boehmer, J. The Dark Web and OSINT: Ethical Challenges and
Technological Solutions. London: Routledge.

=  Geva, A, & Kupersmith, ]. Intelligence for Decision Making: OSINT and Cyber
Threats. Berlin: Springer.

4. Jlekyis 4: 'eonokayiss ma gizyaavHuii OSINT
o OCHOBHI NUMAHHA:
*  MemoOu 8u3Ha4eHHs1 MICUE3HAX0O0HCEHHS 3a 8IOKpUMUMU OAHUMU.
*  AHaxi3 306pasxcerb ma gideo 8 OSINT.
*  BukopucmaHHs CynymHuKo8uUX 3HIMKI8 md Kapm.

o PekomeHdoeaHa simepamypa:



= Phillips, C. Advanced Techniques in Open Source Intelligence. Indianapolis:
Wiley.

» OSCE. MemoduyuHull noci6Huk: Poboma 3 koHpaikmamu 8 2pomadax y npoyeci
deyenmpadnizayii. URL:
https://www.osce.org/files/f/documents/2/b/479278.pdf.

5. Jlekyis 5: [Ipocynymi mexuiku OSINT

o OCHOBHI NUMAHHA:
= [Ipocynymi memodu OSINT (DARKINT, CROSINT).
»  Asmomamu3sayis npoyecie OSINT.
» Maiti6ymne OSINT ma Ho8I meHOeHYL.

o PexkomeHdoeaHa nimepamypa:

= Hempel, L, & Toépfer, A. OSINT: The Power of Open Source Intelligence.
Cambridge: Cambridge University Press.

= Christensen, M. J. Open Source Intelligence Techniques. New York: Apress.
6. Jlekyisa 6: CoyianvHi media sik dxcepeso OSINT
o OCHOBHI NUMAHHA:
*  Budu daHux y coyianvHux media.
» [HcmpymeHmu 360py daHux 3 coyianbHuUx meadia.
=  EmuyHi acnekmu 360py iHgpopmayii 8 coyianbHUx mepexcax.
o PekomeHdoeaHa nimepamypa:

= boHdapenko, 0. 0., & Ilesuenko, 0. A. CoyianvbHi media 8 cy4yacHuUx
iHpopmayitiHux sitiHax: moHozpagis. Kuis: HTYY «KIII im. 1. Cikopcbkozo».

= Hempel, L, & Tépfer, A. OSINT: The Power of Open Source Intelligence.
Cambridge: Cambridge University Press.

7. Jlekyia 7: [Ipasoei acnekmu ma emuka OSINT
o OCHOBHI NUMAHHA:
*  MixcHapodHi npasogi cmaHdapmu w000 8UKOPUCMAHHS 8I0Kpumux 0aHux.
» [IpusamHicmb ma 3axucm ocobucmux daHux 8 OSINT.
o PekomeHdoeaHa nimepamypa:

» 3zyposcvkull, M. 3. Sustainable Development Analysis — Global and Regional
Contexts. Kuie: KPI University Press.

= [Ipotidenko, O. B. lJugpposa 6e3neka ma ynpasniHHS [HPopMmayiero 8 enoxy
giokpumux daHux. Xapkie: BudasHuymeo Xapkiecbkoz2o HAYiOHA/IbHO20
YHigepcumemy.

8. Jlekyis 8: Bukopucmanhs OSINT y po3caidy8aHHsX
o OCHOBHI NUMAHHA:

» Memoodu OSINT 0as po3caidyg8aHb y XcypHajaicmuyli ma npagsooxopoHHUX
Op2aHax.

» [IpakmuuHi keticu sukopucmauusi OSINT y mixcHapoOdHUX po3cAIdY8aAHHSIX.

o PekomeHdoeaHa nimepamypa:

= boHdapenko, 0. 0., & Ilesuenko, 0. A. CoyianvbHi media 8 cy4yacHuUx
iHpopmayitiHux sitinax: moHozpagis. Kuie: HTYY «KIII im. 1. Cikopcbkozox.


https://www.osce.org/files/f/documents/2/b/479278.pdf

= Hempel, L, & Tépfer, A. OSINT: The Power of Open Source Intelligence.
Cambridge: Cambridge University Press.

9. Jlekyisa 9: Bepudpikayis ingpopmayii ma ¢panrscudikayisi danux
o OCHOBHI NUMAHHA:
= Memoodu nepesgipku docmogipHocmi iHhopmayii.
* Busesenusa panvcugikayii daHux ma desiHgopmayii.
o PekomeHdoeaHa nimepamypa:

= Phillips, C. Advanced Techniques in Open Source Intelligence. Indianapolis:
Wiley.

= Geva, A, & Kupersmith, ]. Intelligence for Decision Making: OSINT and Cyber
Threats. Berlin: Springer

5.2 Ceminapcuki 3auamms
1. Ceminap 1-2: Bcmyn do OSINT
o AHani3 dxcepen ingpopmayii.
o Ilpakmuune 3a80aHHs: [lowyk iHpopmayii npo ny6aiuHy 0coby.
2. CemiHap 3-4: Memodu ma incmpymenmu OSINT
o Po6oma 3 iHcmpymeHmamu 05 nepegipku WPUOUYHUX OCIO.
o IlpakmuuHe 3a80aHHs: AHANi3 meHdepie opeaHi3ayii.
3. Ceminap 5-6: OSINT y ki6ep6e3neyi
o Po6oma 3 iHcmpymenmamu 045 aHanizy domeHie ma IP-adpec.
o Ilpakmuune 3a8danHs: [locaidxiceHHss nomeHYIliHUX 3a2po3 0151 3adaHoi opeaHizayii.
4. Ceminap 7-8: I'eonokayiss ma gizyaavHuil OSINT
o Poboma 3 iHcmpymeHmamu 2eo10kayii ma aHaizy 306paiceHs.
o IlpakmuuHe 3a80aHHs: BudHaueHHs Micye3HaxodxceHHs 3a homozpadiero.
5. Ceminap 9-10: IIlpocynymi mexHiku OSINT
o [emoHcmpayia asmomamu3soeaHux iHcmpymenmie OSINT.
o Ilpakmuune 3a8daHHs1: Po3caidysaHHs 8 MeceHdxcepi Tesnezpam.
6. Ceminap 11-12: CoyianvHi media sik dacepeso OSINT
o BukopucmaHHs iHcmpymenmie aHani3y coyianrbHux media.
o Ilpakmuune 3a8daHHs1: CmeopeHHs1 npohiiio 0cobu Ha OCHOBI BIOKpUMUX 0AHUX.
7. Ceminap 13-14: IIpaeosi acnekmu ma emuka OSINT
o AHauxi3 Kelicie nopyweHHss npueamHocmi ma npas atoduHu 8 OSINT-onepayisx.
8. Ceminap 15-16: Bukopucmanus OSINT y po3caidyeaHHsX
o IlposedeHHs MiHI-p0O3CAIOYB8AHHS 3 BUKOPUCMAHHAM 810Kpumux dxceped.
9. CemiHnap 17-18: Bepudgpikayis inghopmayii ma panwvcugikayia daHux
o Bukopucmauus incmpymenmis 045 eepupikayii media-daHux.

o IlpakmuuHe 3a80daHHs: Po3ni3HasaHHs @elikosux HOBUH.

Memodu i mexHO/02ii HABYAHHA. Bukopucmosyrwwmbvcss  JudakmuyHi — memodu,
cnocmepedceHHsl | nopieHsIHHS, y3a2a/bHeHHs I abcmpaz2y8aHHs, aHa/02isd, [HOYKYis, dedykyis,



aHasi3 I CUHMe3, aHaAIMuKo-CUHMemu4Hull, abcmpakmHo-0edykmueHull, KOHKpemHo-iH0yKmueHutl,
NOSICHIBA/NbHO-III0CMpPAmMu8HUll, penpodyKmueHull, Yacmkogo-nouykosutl, docaioHuybkutl. Takodxc
KoMnJiekc Memodis, 30Kpema NpakmuyHi, HA04HI, C/108€CHI, NPO6AEMHI, HACMKO80-NOWYKO8I ma HWi
epynu memodis. Ceped MemoOi8 HAB4YAHHS 30 XAPAKMEPOM J02IKU NI3HAHHS 8UKOPUCMOBYIOMbCS
aHaaimuvHutl, iHdykmugHutl, dedykmusHul, mpadykmusHuii memodu

Ha 3aHsmmsx eukopucmogyrwombvcsi MyabmumediiiHe 064a0HaHHS, Komn'tomep. Ilpu
ducmaHyitiHoMy HA8YaHHI BUKOPUCMOBYHOMbCSl cepsicu gideokoHgepenyili Zoom ma/ab6o Google
Meet, oceimuiili eebcepsic Google Classroom Ha naamgopmi «Cikopcbkully, MeceHdxdcepu 044
KoMyHIiKayii 31 cmydeHmamu, yHigepcumemcbke npozpamHe 3abe3neyeHHs1 iH@PopmayitiHo-
KOMYHIKayitiHoi cucmemu «EaekmpoHHull kamnycy.

6. CamocriitHa poboTa 3406yBaya BULLOI OCBiTH

CamocmiiliHa poboma cmydeHmig € 8axc/UB0I0 CK/AA0080K HABYA/AIbHO20 Npoyecy ma nepedbavae
BUKOHAHHS HU3KU 30800aHb, WO CNPUSIlOMb 2AUOWOMY 30CB0EHHIO Mamepiaay Kypcy ma po38umky
npakmu4Hux Hagu4yok 8 OSINT-0ocaidxnceHHsIX.

Budu camocmiiiHoi po6omu:
1. Ilidcomoeka do aydumopHux 3aHs1ims (cemiHapiea):

o CmydeHmu nosuHHi 2omysamucsi 00 CeMIHAPCbKUX 3aHSMb WJ/ASXOM BUBYEHHS
pekomeHJo8aHUX mamepiaaie ma Jjimepamypu, a MAKO} NOWYKY iHgopmayii 3
gidKpumux dxcepesa Ha 3a0aHy memy.

o IlpubausHuti yac: 2 200uHU Ha Ni020MOBKY J0 KOMXHO20 CeMiHapy.
2. Ilowyk ma aHaxi3 iHghopmayii 3 eidkpumux dxcepen:

o 30ilicHeHHs1 nowyKy iHgopmayii 3a donomozor iHcmpymeumis OSINT (Hanpukaad,
nowyk iHgpopmayii npo ny6.iuHy ocoby abo opzaHizayir, aHaniz meHdepis, nepesipka
IP-adpec mowo).

o IlpubausHnuti yac: 10 2oduH Ha npakmuuHe 3acmocyeaHHsi iHcmpymeHmiga OSINT y
pPaMKax Kypco8o20 3a800HHSL.

3. BukKOHAaHHSA iHOUBIdya/1bHUX NPAKMUYHUX 3080dHb:

o BuKOHaHHSI npakmMuyHux 3aedaHb, NOB'SI3aHUX 3 memamu JeKYil, Hanpukaao,
npogedeHHs1 00CAidxHceHb 3 BUKOPUCMAHHAM 2€010Kayii abo aHa.izy 306paiceHb.

o IlpubausHutl yac: 15 200uH npomsizom cemecmpy.
4. HanucauHs peghepamy a6o nidcomoeka aHaAimu4yHoz20 38imy:

o HanucauHua donogidi ab6o aHasnimuuyHo20 38Imy Ha OcHosi eukoHaHozo OSINT-
docaidxiceHHs 3 KOHKpemHoi memu.

o IlpubausHnuti yac: 10 200uH.
5. Iliodcomoeka 0o M0dy1bHOI KOHMPOIbHOI po60mu ma 3a4iKy:

o CmydeHmu noguHHi camocmiiiHo zomysamucs 00 M0Jy/1bHOI KOHMPO/IbHOI pobomu
ma nidcyMKoB8020 CemMecmpo8o20 KOHMpPOAKW — 30a/4IKYy WAAXOM NO8MOPEHHS
JeKYiliHo2zo mamepiaay, BUKOHAHHS dodamkosux 3a8daHb 3 sukopucmaHHsam OSINT-
IHcmpymeHmie ma 8UB8YEHHS peKoMeHA08aHOI 1imepamypu.

o IlpubausHuti yac: 15 200uH.
3azaavHuil yac, gideedeHuli Ha camocmitiHy po6omy: 66 200uH.

CamocmiliHa po6oma mae 6ymu HA/AeHCHUM YUHOM OP2aHi308aHA MA NIAHOBAHA cmydeHmamu, uoob
3abesnevumu egekmusHe ONAHYBAHHS HABYAJAbHOI ducyun/aiHu ma ychiwHe BUKOHAHHSI BCiX
3a60aHb.



MoniTnKa Ta KOHTPO/Ib

7. MoniTMKa HaBYaNbHOI AUCUUNNIHU (OCBITHBOrO KOMMNOHEHTA)
[1 BideidyeaHHs 3aHsIMb:

e BideidysaHHs sekyill € He0608 'A13KOBUM, a/1€ peKOMeHAYEMbCS, OCKi/IbKU AeKYiliHI Mamepiaau
€ 8aHC/NUBOI CKAAO0B0K 0151 PO3YMIHHS NPAKMUYHUX 3080aHb Ma ycniwHo20 CKAAJAHHA
icnumy.

e Yuacmb y cemiHapcbkux 3aHAMMSX € 0608'513K0801, OCKIAbKU B0HU nepedbavyaromob
BUKOHAHHS NPAKMUYHUX 3a80aHb Ma y4acms y QUCKYCIsX, WO € 8aHCAUBUMU 0151 POPMYBAHHS
HeobXxiOHUX kKoMnemeHmHocmell.

e Cmydemmu, sKI nponycmujau 3aHAMMSsI 3 NOBAXCHUX NPUYUH, MAHMb MOXCAUBICMb
gidnpayroeamu nponyuwjeHuli mamepiaa nid uyac kKoHcyabmayiii 3 sukiadavyem abo WasiXom
BUKOHAHHS1 000aMKO8UX 3a80AHb.

[0 AKmueHicmb Ha 3aHAMMSX:

e (Cmydenmu 3a0xouyrombcsi 00 AKMUBHOI yuacmi 8 062080pPEHHSIX HA ceMiHapax, nid2comoeku
Kopomkux donogidell ma npeseHmayitl Ha 0CHO8I 00CAI0HCEHb.

e BukopucmaHHs eseKmpoOHHUX npucmpoige nid yac 3aHsiMb 00380/5€MbCA BUKANYHO 05
HasYa/1bHUX yisel (nowyk iHgpopmayii, yuacms y OUCKYCisx yepe3 eNeKmpoHHI naamgopmu).

[1 AkademiyHa d06po4YecHicMb:

e (CmydeHmu no8uHHI dompumysamucsi npuHyunie akademiuHoi dobpouecHocmi, 30Kpema
YHUkamu nsaaziamy, gaascugdikayii daHux ma HecaHKYiOHOBAHO20 BUKOPUCMAHHS YYHCUX
mamepiasis.

e Fbyov-ike nopyweHHss akademiuyHoi dobpouyecHocmi (nsaziam, cnucyeaHHs, nidpobka
pe3ysbmamig) npusgede 0o He2amugHoi OYiHKU 3a 8idnogidHe 3a80aHHs | MOdxce 8nAUHYyMU
Ha nidcymKo8y OYiHKY.

(1 3apaxyeaHHs pe3y/sibmamie HedhopmaabHOT oceimu:

o Cmydenmu marombv MoxcAUBICcMb 3apaxysamu pe3yibmamu OHAQUH-KYpcl8 abo IHuux ¢opm
HegpopMmaibHOI oceimu 3a memamu, wo gidnogidarwoms 3micmy ducyunjivu, 3a YyMo8u
no2o0dxceHHs 3 sukaadadem ma HadaHHs 8idnogidHo2o cepmugbikamy.

[ IMonimuka dedaatiHie ma nepecK/1a0aHHA:

e Bci 3a80aHHs1 nosuHHI 6ymu nodaHi 844acHO. 3a 3ani3HEHHS MOXCymbv 6ymu nepedbayeHi
wmpagHi 6aau abo 3HuNceHHs oyiHku (- 1 6ax). I1id yac ducmaHyitiHo20 HABYAHHS WMpAagHi
6a/1u He 3acmMoco8yHomuCsl.

e Cmydenmam 00380/15€mbcsi hepeckaacmu MOJY/abHYy KOHMPOJAbHY pobomy abo 3anik y
sunadky He3ado8ibHO20 pe3yibmamy, aje He biibule 080X pasis.

8. Buau KOHTPOAIO Ta peiTUHroBa CUCTeMa OLUiHIOBAHHA pe3yabTaTiB HaBYaHHA (PCO)

Budu KoHmpo10 ma oyiHI08aHHS:

OyiH8aHHA 3HAHb cmydeHmi8 8i06ysamMuMembvbcsi HA OCHOBI NOMOYHO20 KOHMPOJK, MOOQYAbHOI

KOHMpO/bHOI pobomu ma nidcymko8020 3a1iky. MakcumasivHa Kinbkicms 6asie 3a kypc — 100.

1. IomouHuili kKoHmposs (90 6axie, 5 6asie 3a 18 npakmu4Hux (ceMiHAPCbKUX) 3aHAMb):
o Po6oma Ha cemiHapcbkomy 3aHsmmi (do 5 6aaig): OyiHHWEMbCA AKMUBHICMb
cmydenma nid yac o06z2080peHHs, nidzomoska donosidell ma cniedonogidetl,
BUKOHAHHS NPAKMUYHUX 3A80AHb.
= 56as1i8 — akmugHa yyacms y 8Cix 3aHAMMsIX Ma sKicHe BUKOHAHHS 3a80aHb.



» 4-3 6aq1u — vacmkosa yyacme y 3aHAMMAX a60 BUKOHAHHA 3A800Hb HA
cepedHbOMY DIBHI.

= 1-2 6a/1u — HU3bKA AKMUBHICMb A60 HesIKICHe BUKOHAHHS 3a800Hb.

* 0 6asi8 — nponyujeHi ceMiHapcbKi 3aHsImms 6e3 8idnpayo8aHHs.

o ModyasvHa kKoHmpoavHa po6oma (10 6anie): [Iposodumubcsi HANPUKIHYI Kypcy nicas
8UBYEHHSI OCHOBHUX meM. Cksnadaembesi 3 080X 4ACMUH: meopemuyHoi (eidkpumi
3anumaHHsi) ma npakmu4Hoi (8UKOHaHHA 3ae8daHb 3 eukopucmaHHAam OSINT-
IHcmpymeHmis).

= 10 6asai8 — nosHa ma KOpekmHa 8idnosids HA 8Ci 3a80AHHSIL.
= 9-56asi6 — wacmkogi nomu/sKu ab6o HedoCkoHa1e BUKOHAHHS 30800Hb.
» 0-4 6as1ie — HegipHI a60 Heno8HiI 8i0nosioi.

Kasnendaphuii konmposas. KaseHdapHa amecmayis 3do6ysauie euwoi oceimu  (daai -
amecmayisi) nposodumucs 084l Ha cemecmp 5K MOHIMOPUHZ NOMOYHO20 CMAHY BUKOHAHHS BUMO2
Cusnabycy. Memow nposedeHHs amecmayii € nideuweHHs sikocmi Hag4aHHs1 3006ysavie euwjoi
oceimu ma MOHIMOpPUHZ BUKOHAHHS 2pagika oce8imHb020 npouyecy. /[las nepwoi amecmayii
30o6ysay noguHeH Habpamu He MeHW Hixc 15 6a.aie 3a nomoYHuUll KOHMpPOob, 0415 0py2oi — He MeHW
Hixe 30 6ais.

YMo0BM A0NYCKY A0 3aJIiKYy:

Jlasi donycky do 3asiky cmydeHm nosuHeH Habpamu He meHwe 30 6a.aie 3a nomovHull
KOHMPOJ1b | MOJY1bHY KOHMPOJbHY po6omy.

Jlodamkoei 6anu:

Cmydenmu moxcymsv ompumamu do 10 dodamkosux 6a.aié 3a AKMUBHY y4dacmb Y
MIHCHAPOOHUX ab0 B8CeyKpaiHCbKUX 3ax00ax, No8'si3aHUX 3 meMow Kypcy, hybuaikayir
Haykosux cmameli, yuacms y npoekmax 3 OSINT ma aHaaimuku 0aHux.

Tabauua signosiaHoCTI peiiTMHroBUX 6aniB OLiHKam 3a YHIBEPCUTETCHKOIO LUKA/I010:

Kinokicms 6anie OuiHka
100-95 BigmiHHO
94-85 Oyxe nobpe
84-75 Hobpe
74-65 3340BiNbHO
64-60 JocTtaTHbo
MeHuwe 60 He3apoBinbHO
He BMKOHaHi ymoBM Aonycky He gonyuweHo

9. [opaTtKoBa iHpopmauia 3 gucumunniHm (0CBiTHbOro KOMMNOHEHTA)

Ilepesaik numaHs 00 3a/iKy:

1.

2
3.
4

2

O ™ N S

Hatime suzHauyerHs1 OSINT ma onuwims tio2o 0OCHO8HI NpUHYUNuU.
AKi ocHo8HI dxcepena iHpopmayii sukopucmosyromucsi 8 OSINT-docaioxcenHsx?
Onuwimb icmopito pozsumky OSINT ma 1020 3Ha4eHHS 8 CY4ACHOMY c8imi.

Aki npaeosi ma emuyHi acnekmu nompi6Ho epaxogyeamu npu npogedeHHi OSINT-
docaidiceHsb?

Ak nposodumuca eepugikayis davux 6 OSINT? Onuwimb OCHOBHI MeXHIKU nepesipKu
iHgpopmayii.

Haszeimb nonyasphi incmpymenmu OSINT ma onuwims ixHi (oyHKYII.
Ak OSINT sukopucmosyemucs y kibepbesneyi? Hagedimos npukaadu.
Onuwimb memodu 8usie/neHHs Kibep3azpo3 3a donomozoro OSINT.

Ak nposodumbcsi aHaniz domeHie ma IP-adpec y konmekcmi OSINT-docaidxceHb?



10. IIJo make 2eosnokayia y koumexkcmi OSINT i sk ii sukopucmogyroms 0414 aHaaisy?

11. Ik nposodumucs aHani3 306pasxceHb ma gideo 8 OSINT-docaidxnceHHsx?

12. AKi IHcmpyMmeHmMu 8UKOpUCMO8YIOMbCsl 04151 AHAI3y CyNYMHUKOBUX 3HIMKI8 ma kapm?
13. Onuwims npocyHymi memodu OSINT (DARKINT, CROSINT) ma ixHi ocobaugocmi.

14. IJlo make asmomamu3ayiss npoyecie 8 OSINT i ski I[HcmpymeHmu 0451 UYbo2o
8UKOpucmogyromucs?

15. Axi mendenyii matioymHvozo po3sumky OSINT eu mosxceme gudisumu?

16. Aki daHi 3 coyianbHux media moxcyms gukopucmosgysamucs 045 OSINT-docaidxceHsb?

17. Ak npayroroms iIHcmpymeHmu 045 360py daHux 3 coyianbHux media?

18. AIki emuyHi acnekmu nompi6Ho epaxosysamu nid yac 36o0py 0aHux i3 coyiarbHux mepexc?

19. Oxapaxkmepu3yiime MixcHapoOdHI npagogi cmaHdapmu, wo pezyaorombs sukopucmaHHs OSINT.

20. Aki achekmu npueamHocmi ma 3axucmy ocobucmux daHux caid epaxogysamu niod yac OSINT-
docaidxnceHb?

21. Ak OSINT sukopucmog8yembucs 8 HypHaAicmcbKux poscaidysanusx? Haeedims npukaadu.
22. Oxapakmepu3sytime poab OSINT y npagooxopoHHUX p0O3CAi0Y8AHHSIX.

23. Onuwims npoyec npogedenHst OSINT-00cai0HceHHS 3 BUKOPUCMAHHAM COYIANbHUX MEPEHC.
24. Aki memodu sukopucmosyomaucs 015 8epugikayii ingpopmayii, ompumaHoi yepesz OSINT?
25. Ak suasasmu ¢aavcugikosani daHi ma desingpopmayiro 3a donomozor OSINT?

26. AAKI mexHiKu 8ukopucmosgytomucs 0151 nepesipku docmogipHocmi 306pasceHb ma 8ideo?
27. Onuwims, Ik Np0800UMbBCS PO3CAI0YBAHHS 8 MeCeHAMNcepax Ha OCHOBI 8BiI0Kpumux dicepea.
28. Ik npogodumucsi aHai3 pudu4HUX oci6 3 sukopucmaHHsam OSINT?

29. AKi iHcmpyMeHmu 8UKopucmogyromaucs 015 aHanizy mendepie ma koumpakmia y OSINT?

30. AIki nidxodu 3acmocosyrombucs 04151 360py ma 06pobku eeaukux ob6csizie davux y OSINT-
00cAi0HCEeHHSX?

Po6ouy nporpamy HaB4YanbHOI gucuuniiim (cunabyc):
CknapeHo B1KNagayvem kadpeapu Teopii Ta NPaKTMKKU ynpaBaiHHA BaprkaHcbKnm Inneto Bonogmumuposudem
YxBaneHo Kadeapoto Teopii Ta NPaKTUKM ynpasaiHHA (npoTtokon Ne 15 Big 07.06.2024 p.)

MoroaskeHo MeToanuyHo KoMicieto paKkynbTeTy couionorii i npaea (npotokon Ne 9 Big 26.06.2024 p.)



